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Abstract

The study aimed to examine the impact of banking control on the
performance of Libyan Islamic banks and to review the case of the Libyan
Islamic Bank as a model for study. It also showed the extent to which the
various types of regulatory bodies contributed to the performance of the
Libyan Islamic Banks. The study also outlined the most important criteria used
in judging performance to identify the most important obstacles that the
Libyan Islamic Banks faces in the field of banking internally and externally.
The study relied on a statistical descriptive method to analyze the data
collected through the questionnaire Where (183) questionnaires were
distributed, and the researcher recovered (180) questionnaires The statistical
analysis program "SPSS" was used to analyze the data, to show the impact of
banking control on the performance of the Libyan Islamic Banks The study
concluded the following:

There is a positive impact of internal control (Technical control - Sharia
control) in improving the performance of Libyan Islamic banks.

There is a positive impact of external oversight (central oversight -
international oversight) in improving the performance of Libyan Islamic
banks.

There is a positive impact of addressing and correcting deviations in
improving the performance of Libyan Islamic banks.
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The message also emphasized the special nature of Islamic banks and the
relative novelty of the idea in Libya, as Islamic banks are considered a
legitimate alternative to traditional banks operating within the country, in
terms of working to strengthen and develop the Islamic financial industry and
using financial tools and products compatible with the provisions of Islamic
Sharia.

The study recommended the necessity of having a comprehensive and
effective internal supervisory system capable of detecting and correcting
deviations in Libyan Islamic banks. It also emphasized the necessity of
adhering to the reports of Sharia supervisory bodies and implementing their
content, in addition to adhering to the requirements of international institutions
and reports of external parties regarding the soundness of the financial position
and solvency of Libyan Islamic banks. It recommended the need to focus and
work on research, education and training in all areas of Islamic banking to
keep pace with global banking development.

Keywords: banking supervision, Sharia supervision, internal control, central
control, international supervision, evaluating the performance of Islamic
banks.
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Abstract
The importance of this study stems from the fact that it examines the extent of
the importance of applying human resources accounting in Libyan oil companies.

Through the theoretical framework, the subject was studied theoretically and in the

field of the reality of application in the institution. The study relied on the descriptive

analytical approach in studying the theoretical aspects through books, research and
previous studies. In order to achieve the objectives of the study, a special
guestionnaire was designed and distributed to survey the opinions of a representative
sample of the study community members. A simple random sample was selected.

(110) copies of the questionnaire were distributed and (100) were retrieved with a

retrieval rate of 90.91%. The statistical program (SPSS) was used in the analysis. The

following are the most important results and recommendations of the study:

1) The lack of sufficient awareness among oil companies of the necessity of applying
human resources accounting.

2) The accounting system applied in oil companies does not meet the requirements for
applying human resources accounting.

Second: Recommendations: By presenting the results presented previously, the
researcher presents a set of recommendations with the aim of benefiting from the
study in the practical aspect of the institution and oil companies, as follows:

1) Because human resources are of great importance in an era that depends on the
creativity of the human mind, we recommend the necessity of shedding light on
the importance of resource accounting in Libyan oil companies.

2) The increasing interest in the human element as the main pillar in the production
sector requires giving the subject of applying human resources accounting in oil
companies the required importance, therefore we recommend the necessity of
Libyan institutions paying attention to the human element, and the necessity of
directing attention towards developing human resources because they are of high
relative importance in production institutions in particular.
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Abstract:

This study aims to identify the impact of the electronic accounting disclosure on
the quality of information (reliability and relevance) contained in financial reports
from the perspective of financial professionals working in Libyan commercial banks,
and to achieve the objectives of the study a questionnaire was distributed to the
population of the study, a random sample of 76 financial employees working in
Libyan commercial banks in the city of Tripoli was selected. The study applied
descriptive analyzed approach. The study was used SPSS program for data analysis,
and it was used; the descriptive analysis, one sample test, t- test of two independent
samples and simple regression to achieve the hypotheses of the study. The results of
the study indicated that electronic accounting disclosure provides information faster
to users, it helps them verify the accuracy of the information, it reduces risks, it
provides them with a comparative advantage, and it helps users make appropriate.
The results indicated that the electronic accounting disclosure has a statistically
significant impact on the quality of information (reliability and relevance) contained
in financial reports in Libyan commercial banks, and it also found that there are no
statistically significant differences between public and private Libyan commercial
banks regarding the impact of the electronic accounting disclosure on the quality
information (reliability and relevance) contained in financial reports in Libyan
commercial banks. The study recommended the need to pay attention to banks’
websites and work to develop security and safety programs for accounting
information.
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Keywords; Electronic Accounting Disclosure, Information Quality, Financial
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Abstract

This paper presents an intelligent data mining approach for the Machine
Learning-Adaptive Distance Relay (ML-ADR) fault classification model
development, using hybrid discrete wavelet multiresolution analyses and machine
learning (DWMRA-ML) algorithm on extracted 1-cycle short circuit transient voltage
and current signals to discover the hidden useful knowledge that is deployed in the
modification of existing ADR. The transmission line system, where the zone-3
element is protecting against the far-end fault is run with and without an integrated
shunt compensating device midpoint along the line. The uniquely extracted 29
features across 2,560 fault sources from both faulty and healthy protected lines to
build a historical fault database that is deployed for ML-ADR fault classification
model development for effective short circuit fault detection, classification, and trip
decision time reduction of the zone-3 protective element. The prior result from the
Mat lab model of the adaptive numerical distance relay connected on midpoint- shunt
compensator integrated transmission line system does indeed establish that the
existence of the under-reach effect for zone-3 far-end short circuit fault causes wrong

impedance estimation.
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The ML-ADR provides the best integrated fault classifier model with the lowest
mean absolute error value of 0.0009, this model satisfied and finally meets the
objectives of the desired ADR.

Keywords : Distance Relay, UHV Transmission Line, Discrete Wavelet Transform,

Shunt compensation, Zone.

Introduction

There has been a constant global increase in the amount of electric power energy
demands in recent years, these have necessitated the commissioning of new power
generation stations, alongside with the expansion of the transmission and distribution
grids in meeting these new trends [1] ,[2]. The quest for electrical power energy
sustainability solution resulted in the integration of mixed energy generation sources
with a high penetration level of renewable energy resources (RERs) in the form of
photovoltaic (PVs) and wind turbines (WTs) generation sources on currently existing
electric systems to create balances between energy generations and demands
[3]1,[4].[5]- The concerns of evacuations of all generated power from mixed sources to
the end load terminals through the transmission and distribution lines are also affected
by drops in the voltage values (voltage-sags) at the midpoint of the long-distance
transmission lines. These challenges encourage the introduction of Flexible
Alternating Current Transmission System (FACTS) devices like the Static
Synchronous Series Compensator (SSSC) [6], Static VAR compensator (SVC) [7] ,
Static Synchronous Compensators [8], and composite compensator like the unified
power flow controller (UPFC) [9], for maximum electric power delivery from the

generation sources to end-terminal substations at UHV level with minimal power
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losses, and voltage variation [10]. These connected FACTS eclements on the
transmission lines are associated with misoperation challenges to the distance
protection relays, by wrong tripping operations due to under-reach and over-reach
protection coverage phenomena [11],[12]. Figure 1 displays the transmission line
power transfer capability parameters to be considered for optimal transfer of electrical

power energy from the source to the load.
Impact of FACTS Devices on Power System Protection

Protection relays are very significant flexible devices used protect the
transmission lines and considered as cost-effective, fast response speed and highly

reliable [13].

The bottom line of protection devices is discriminating between the normal
operating conditions of the power system networks from the abnormal conditions
within the allowable limits as stipulated by operating standard to isolate only affected
sections from other healthy sections [14], [15]. Transmission line impedances,
voltages and currents are the parameters required for protective relay settings and
operations. These parameters are, however, significantly affected by FACTS devices
installed in the power system. The presence of FACTS devices, therefore, necessitates
further investigations on their impacts on the protection scheme layout [16].

FACTS controller’s impacts on the performance of distance relays have been a
subject of research for the past two decades [17],[18],[19]. Authors in [20], [21], [22]
reported that the UPFC and the TCSC have a significant impact on the performance

of distance relay in terms of overreach. A general study regarding the influence of
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SVC and midpoint shunt compensators on distance relays performance was

performed and results were summarized [23].
Research Method

This paper presents a compensated transmission line of 300 km, rated at 400 kV
with 50 Hz frequency as depicted in Figure 1. The system under study is a 4-sections
system with (A, B, C and D buses) for the 3 protection zones coverage for relay at
the sending end bus (A). The system contains generation and load at sending and
receiving ends as ulstrated in Figure (1). On this study model, various types of faults
beyond the compensation device locations are simulated in Matlab software
environment for fault voltage and current signals. Valuable data were extracted from

each scenario.

Voltage source

Zong 1(80%)

A

Load

Zone 2 (120%)

A
A

Zone 3 (220%)

Figure (1): Shunt compensation transmission line
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Figure (2): Current waveform for an A-G fault at 200 km
Without integrated shunt compensation
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Figure (3): Current waveform for an A-G fault at 200 km
With integrated shunt compensation
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Result of Fault Signal Decomposition (DWMRA)

Result from the two proposed power system networks topologies with and
without midpoint integrated shunt compensation subjected to ten different fault types
from 150 km distance location with the midpoint integrated compensator at 10 km
interval to the end of the, under two fault angles (0° C & 30° C), and four fault
resistances (0.001 Q, 10 Q, 50 Q, & 100 Q). This produced a three phase-fault
transient voltage and current signals across both faulty and healthy lines for short
circuit simulations across ten different fault types for a simulation period of 0.2 sec.

The sample of the extracted fault transient current waveform comparison for the
phase A-G fault at 200 km far-end fault location without and with integrated midpoint
shunt compensation integration on the utility transmission line as displayed in Figures

4 and 5 respectively.
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Figure (4): 1-Cycle fault current MRA analysis
Without shunt compensation
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Figure (5): 1-Cycle fault current MRA analysis with shunt compensation

Extracted Features Decomposition Analyses

The hidden useful knowledge of fault signal decomposed parameters are mined
for Extraction like the standard deviation (STD), entropy energy value (EE),
minimum (min).

The extracted fault transient signals from both voltage and current signals are
subjected to 8-levels decomposed DWMRA to extract the useful unique hidden
information that may be used in the ML-ADR model development. The samples of

the extracted 1-cycle fault transient current decomposition from far-end fault at 200
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km are executed for unique feature extraction like the STD, EE, and magnitude with
and without midpoint integrated compensation are showed in Figures (2) and (3).

The Discrete Wavelet Transform is a powerful tool for time-frequency signal
analysis of sampled localized transient’s current signal to produce non-redundant
restoration of signal. Moreover, it produces better spatial and spectral localization of
signal. In recent decades, such advanced powerful tool has been used for designing
the protective relays [17-23]. In DWT, the fault current signal x (t) is decomposed
into low and high frequency components such as approximation (A) and detailed
coefficients (D) which is mathematically expressed in Equation (1) and (2) for

decomposed signal.

x(t) = Xk cA1Pj 1, () + X cD1@j_1, (£)(1)
x(t) = Ay (t) + Dy (t) (2)

The low frequency component of the signal also referred to as the approximation
coefficients undergoes series levels of the decomposition up to N level to extract the
original information from the noise and for regeneration of the decomposed signal as

expressed in Equation (3).

x(t) = Ay() + Dy(t) + Dy_4(t) +--D;(t)  (3)

Where N = 5 is the decomposition level for extracted fault current signals  as seen
in Figure 6.
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WEKA Machine learning and Features Extraction

The Standard Deviation for both model scenarios with compensation device
integration or without on the UHV transmission line extracted and analysed
accordingly. The under-reach effect occurs only for extracted fault signals at different
locations beyond the connected compensation device element for the 3™ zone
protection coverage of the distance relay. Other features include the entropy energy of
the transient fault signal with hidden related information for fault detection study. All
extracted features from transient faults signal are deployed for the onward model
building in the WEKA machine learning algorithm for intelligent detective and

classification model building scenarios as seen in Figure 6.

V&I FAULT DATA
ROM
HVTL WITHOUT
STATCOM

V&I FAULT DATA
ROM
STATCOM
COMPENSATED
HVTL

FAULT DATA
EVENTS
RECORDS

WAREHOUSE

DWMRA
USING

h 4

WAVELET

FEATURE
EXTRACION

—» s

ENTROPY
MINIMUM
MAXIMUM

DATA
PREPROCESS

A 4

DATA
FORMATING

TRAINING

—»

DATA
SPLITTING —

DATASET

TEST

WEKA DATA

DATASET

A 4

MINING
SOFTWARE

Figure (6): Machine learning (ML) procedure using WEKA software
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Results and Analysis

The extracted analyzed result on Table 1 displays the standard deviation for all

types of faults, each faulted phase for one scenario without integration of

compensation device as proposed. The results displayed no variations under normal

operation conditions in the measured current magnitude as showing in figure 2.

However, after the integration of compensation, the faulted phase condition as

showing in figure 3 is much greater compared to those of healthy lines, thus,

indicating a presence of fault. Similarly, there are much differences in the obtained

values for integrated scenarios with higher analyzed values of currents for each

faulted phases as compared with non-integration scenarios of compensation devices

as display in Table 2.

Table (1): Current magnitude during normal conditions and faults at
different locations without shunt compensated power system.

Without shunt compensator

F.ault Type of Minimum Current Maximum Current
Distance Fault
Ia kA IbkA IckA Ia kA IbKkA IckA
No fault | —0.205 —0.205 —0.205 0.205 0.205 0.205
LG —2.57 -0.34 —0.46 6.95 0.28 0.25
LL —4.11 -12.5 -0.25 12.6 4.05 0.25
100 km
LLG —4.19 -12.0 —0.71 1.34 43 0.65
LLLG —3.88 -12.0 —12.4 1.52 6.76 4.3
LG —1.23 —0.27 —-0.39 3.67 0.19 0.18
200 km LL -2.19 —7.01 -0.25 7.06 2.16 0.25
LLG 2.1 —6.78 —0.45 7.56 2.34 0.38
LLLG -1.97 —7.06 =7.16 8.32 3.78 2.82
300 km LG —0.78 -0.294 —0.37 2.49 0.185 0.19
14 Copyright © GJT Ll gl e Asal A gine bl 558a
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LL —1.56 —4.78 —-0.25 4.93 1.47 0.25
LLG —-1.51 —4.85 —0.51 5.08 1.62 0.37
LLLG -1.31 -5.17 —4.97 5.72 2.62 2.16

Table (2): Current magnitude during normal conditions and faults

at different locations with shunt compensated power system.

Fault Type of With shunt compensator
Distance Fault Minimum Current Maximum Current
IakA IbKkA IckA ITakA | IbKA | TckA
No f -1.22 -2.07 —2.08 2.51 1.26 1.21
LG -3.36 —1.04 1.17 6.95 1.23 0.8
LL —4.57 -11.7 —1.24 11.8 4.58 1.07
100 km LLG —4.74 -11.4 -1.3 1.26 4.82 1.18
LLLG —4.57 -11.5 -1.1.9 1.43 7.02 491
LG -2.20 -1.12 -1.23 3.97 1.23 1.08
LL —2.80 —6.3 —1.25 6.38 2.71 1.07
200 km
LLG —2.85 —6.25 —1.36 6.76 2.99 1.09
LLLG —2.72 —6.47 —6.46 4.49 4.06 33
LG -1.85 -1.19 —1.28 3.18 1.22 0.84
300 km LL —2.22 —4.56 -1.27 4.61 2.22 1.07
LLG —2.33 —4.61 —1.38 4.88 2.41 1.17
LLLG —2.22 —4.84 —4.79 5.32 3.24 2.68

Furthermore, the entropy energy result in Table 2 displays the similar

information for the normal conditions without variations in the current values under

both simulation scenarios. The faulted phase entropy energy value is higher across all

faulted phases as an indication of fault presence. The comparison study also indicated

a much higher value in entropy energy under integrated compensation device

15
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condition as compared to non-integration as highlighted in red on the displayed
results.

The analyses performances of the fault classification models developed in
WEKA to address the pending under-reach challenges encountered by distance relay
for 3" zone’s fault detection on a compensation device line indicated effective model
performance with the deployment of the propose Naive ML-ADR algorithm as
compared to other intelligent algorithm with 100% accuracy for all most fault

detection and discrimination as observe in Table 3.
ML-ADR Classifier Model Validation

The evaluated ML-ADR model addresses the impeding zone-3 element trip
operation compromise is further validated by deploying into the new set of extracted
real-life simulation data that was not used in the model training and testing. To
validate all developed fault classifier models to determine the performance
generalization of the model with the new fault scenarios data acquisition from
different fault types different from those applied in the model training and testing
across both proposed models. Several random sampled transient short circuit faults
were deployed for the validation study. The summary of the new extracted and
validation dataset that are pre-processed similarly as the training and test dataset

deployed in the ML-ADR classification model at different faults in Table 3.

16 Copyright © GJT Al o 2 s A giae wolall (55
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Table (3): ML-ADR classifier model validation result

Fault Faults Correctly Incorrectly Model Mean ROC
Classifier | Instance | Classified | Classified Performance absolute | Area
Models Record (%) error (%)
ML-ADR-

194 194 0 100 0 1
LG
ML-ADR-

192 188 4 97.91 0.0069 1
LLG
ML-ADR-

190 190 0 100 0 1
LL
ML-ADR-

62 60 2 96.77 0.0277 1
LLLG
Integrated

638 632 6 99.06 0.0009 1
ML-ADR
Conclusion

The adoption of an appropriate machine learning (ML) intelligent
algorithm model studies the adaptive distance relay (ADR) modelling that should
eliminate the zone-3 protective element compromise during far-end fault due to under
reach effect from midpoint integrated shunt compensator on transmission lines. This

has been successfully achieved. The study has addressed the impending distance relay

17 Copyright © GJT Al o 2 s A giae wolall (55
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zone-3 element backup protection compromise due to under reach effect caused by

the infeed contribution of the short circuit current from the shunt compensator into the

faulty section of the transmission lines.

The deployed integrated ML-ADR fault classifier model is successfully deployed

using decomposed extracted 2,560 historical fault database records from 1-cycle fault

voltage and current signal in combination with network topology variations.
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Abstract

In some engineering applications soil stiffness only could not be a reliable
parameter in accordance with specific standardizations especially, when dealing with
dynamic loading. In other words, foundation soil should be altered regarding its
ductility in order to prevent sudden damage due to brittleness. Plenty of researchers
have studied the effect of multifilament polypropylene fibers on soil reinforcement.
Besides, the alkaline activation method has been adapted to alter the strength
properties of soft soil. Furthermore, in a cutting edge method, alkaline activation of
soft soil, using fly ash and Potassium hydroxide, coupled with soil reinforcement was
adapted to change the post-peak behavior of soft soil. The goal of this novel technique
is to increase the ultimate strength and to enhance the failure mode. In this research
work alkali activated kaolin soil and alkali-activated reinforced kaolin soil were cured
for 28 and 90 days respectively. Compressive stress tests were conducted on both
mixtures, namely, SF40 ( Soil +40% fly ash) and SFRO0.75 ( Soil+ 39.7% fly ash +
0.75% PP fibers) samples. Results drawn from the tests revealed a drastic increase in

Compressive strength for SF40 samples cured for 28 and 90 days, namely, 3680 kPa
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and 18500 kPa, respectively. Whereas, the strength recorded by the control sample
was only 190 kPa. Though a sharp drop was seen when approaching failure. The
addition of reinforcing Polypropylene fibers brought about a drastic enhancement in

failure mode for both of curing regimes.

Keywords: Soil stabilization; Polypropylene fibers; Alkali activation; Compressive
strength; Curing regime
Introduction

The use of fly ash-based geopolymers in the field of soft soil engineering has
made significant strides in the last ten years. The viability of using a fly ash-based
binder for soil remediation has been demonstrated in numerous investigations. This
research has demonstrated that using fly ash binders increases the treated soils'
stiffness and durability [1-7].

Despite increasing the stiffness of the treated soil, alkaline-activated soils have a
very brittle failure mechanism. This is consistent with the outcomes seen in soils
treated with cement and lime, where the cementitious agent is present in the form
of ASH( Aluminum Silicate hydrate) or CSH ( Calcium Silicate hydrate), respectively,
leading to high strength values [8-11]. Due to the soil's brittleness, a soil column that
is exposed to seismic loads or lateral earth pressures will crack and collapse under
tension [12-13].

In addition, numerous studies have looked into how polypropylene fibers affect
the mobilization of tensile strength between soil particles that have been cemented.
These investigations have found that polypropylene fibers are effective in preventing

crack spread in concrete and cemented soils, resulting in higher residual strengths
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[13-15]. Additionally, Elkhebu Ahmed et, al [16-17] has developed a novel method to
modify the ductility characteristics of soft soil. In this case, soft soil and
polypropylene fibers were combined while being subjected to an alkaline activator.
Compressive strength tests were performed after the samples had been cured for 28
days. The conclusions reached indicated a better ductile failure mode. The current
study explore the effect of prolonged curing time on strength development of
treated soil. The curing period was suggested to be 90 days to allow for the effect of
geoplimezation and polypropylene fiber mobilization on ductility and strength
evolvement.

Experimental Program
Material

Malaysia's Kaolin Company in Puchong/Kuala Lumpur provided the soil that was
used in the current investigation. As seen in Fig. 1, its reddish-brown color indicates
an undamaged platy structure. It is important to note that the host soil does not lend
itself to being used to create soil layers for building since it has a low strength and a
high plasticity index, making it a high-plasticity clay according to ASTM D2487 [18].
Table 1 lists the clayey soil's physical characteristics. Table 2 lists the fly ash's
chemical composition as determined by Energy Dispersive X-ray Fluorescence
(EDXRF). The electric power station (Kapar) Selangor supplied fly ash class F (Fig.
2). This precursor has a high alumina and silica content, which is expected to enhance
the alkaline activation processes, as can be observed from the chemical analyses in
Table 2.
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Fig. 1. Host clayey soil

Fig. 2. Fly ash
Table 1 Physical characteristics of host soil
Basic soil property Standard Value
Specific gravity (GS) BS 1377-2 2.58
Liquid limit (LL) (%) BS 1377-2 73%
Plasticity index (P1) (%) BS 1377-2 30
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OMC (%) BS 1377-4 30

3 )
MDD (Mg/m) BS 1377-4 13
UCS (kPa) BS 1377-7 190

Table 2 Chemical analysis of soil and fly ash

Constituent Natural soil (%) Fly ash (F) (%)
Silica (Si02) 38.622 42.873
Alumina (Al203) 28.311 16.057
Iron oxide (Fe203) 26.854 20.559
Calcium oxide - 8.888
(Ca0)
Potash (K20) 3.522 3.951
Titanium 1.972 2.949
Dioxide
(TiO2)
Sulfite (SO3) 0.406 0.751

In a recent experiment, Ahmed Elkhebu et, al [16-17] showed that effective
compressive strength values were achieved using 40% fly ash (by dry weight of
soil+fly ash combinations). KOH (Potassium hydroxide) pellets as illustrated in fig.3
were supplied by R&M Chemical. According to Alsafi et, al [19], the KOH
(Potassium hydroxide) pellets were dissolved in distilled water a day before testing to
create a solution with a predetermined concentration of 12 Mol. Timuran Engineering
Sdn Bhd Malaysia provided polypropylene multifilament fibers (Fig. 4) for the
purpose of reinforcing. Their tensile strength, resistance to alkaline environments, and
other details are listed in Table 3. They are excellent candidates for soil enhancement

because of these qualities.
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Fig. 3. KOH pellets

Fig. 4. Multifilament polypropylene fibers
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Table 3 Specifications of PP multifilament fibers

Properties Value
Length 12 mm
Mass (Denier) 15 denier
o . 3
Specific gravity 0.9 g/cm
Aspect ratio Nil
E-Modulus 3500 N/mm2
Tensile strength 400 N/mm2

Tensile at break 35 N per 1000 denier

Elongation at break 15%
Chemical composition C-33%, H- 67%
Melting point 160 - 170°C
Acid & alkaline resistivity High

Provided by Timuran Engineering Sdn Bhd Malaysia

1.1 Mixing method
According to Ahmed Elkhebu et, al [16-17], the clayey soil was mixed with fly

ash at a rate of 40% in order to achieve the fastest strength evolution rate. To allow for
alkali reactions and PP fiber mobilization, 28 and 90-day curing periods were adapted.
According to Ahmed Elkhebu et, al [16-17], polypropylene fibers of 0.75 percent
were also taken into account in this study to enable optimal mixing and compaction. In
order to guarantee a uniform distribution, the fly ash was first put into the oven-dried
soil and carefully mixed. According to Ranjbar et al. [20], PP fibers were dipped in
KOH solution and added to the mixture to prevent mixing up and ensure adequate
dispersion. One should be aware that the interaction between KOH pellets and pure
water leads to heat development. KOH solution should therefore be ready a day before

testing operations. Sample type, curing schedule, and compressive strength testing are
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displayed in Table 4.

Table 4 Group series, Samples, Curing regime and Type of testing

UCS test, curing
Group series Test number Samples (days)+ Number of
tested specimen

S S Natural Soil 3)

12MKOH + 40% Fly

SF SF40 ash+ 60% Soil 28,90 (6)
R 12MKOH + 39.7% FA,
SFRO.75 59.55% S, 0.75%PP 28, 90 (6)

Unconfined Compressive Strength

As previously indicated, to achieve the intended OMC and MDD, according to
Abdullah, Shain and Sarker [6], the cool KOH solution was added to the soil fly ash
mix at a preset optimal moisture level similar to that of a 40% fly ash soil mixture. In
the current studies, 26% of the combination (soil plus 40% fly ash) is OMC. In other
words, 260 mL KOH was applied to 1 kg of the soil fly ash mix, and further water
was added to attain the predetermined OMC by matching the KOH content. In the
second series of tests, polypropylene fibers were added to fly ash soil mixes at a solid
content of 0.75% by first being immersed in a KOH solution. The specimens are then
uniformly compressed in three equal layers in a cylindrical steel mold (50 mm in
diameter and 100 mm in height) using a manually driven 45 mm steel rod to apply
static stress brought on by 27 drops. The specimens were then tightly wrapped in
aluminum sheets and polythene covers to stop moisture loss. The current investigation
modified the 28- and 90-day room temperature curing regimens used by Alsafi et al.
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[19] Pourakbar [21] and. It should be mentioned that while polypropylene fibers are
regarded as hydrophobic and do not exhibit any attraction for water, their influence on
the compaction parameters is minimal. According to Malekzadeh and Bilsel [22] and
Senol [23], their impact is limited to a negligible MDD reduction rate. For all soil fly
ash, polypropylene fiber combinations, a similar OMC to that of soil fly ash mixtures
is therefore implemented. A day before testing, all of the treated soil samples were
immersed in water to counteract the beneficial effects of suction.

According to the established standard [24], the unconfined compressive strength
(UCS) measurement was done. For the sake of repetition, three specimens were used
for the UCS measurements, and the findings were only acceptable if the difference
from the average was less than 5%. These tests were conducted on an Instron 3382
universal testing machine that was equipped with a 100 kN load cell. Each test yielded
the whole stress-strain curve and was conducted under monotonic displacement
control at a rate of 1 mm/min. All specimens were kept after shearing for subsequent
mineralogical investigation.

Results and Discussion

The connection between stress and strain for combinations of S, SF40, and SFR
0.75 is presented in Fig. 5. As can be shown, compared to the UCS of 190 kPa
reported by host soil after 28 days, both alkali-activated and reinforced alkali-
activated soil showed a significant improvement in compressive strength. For SF40
and SFRO.75, respectively, the compressive strength values were measured at 3680
kPa and 6450 kPa. This result is consistent with the findings of Cristelo et al. [1] and
Tang et al. [25], who reported that a ratio of 40% fly ash to soil and fly ash
contributed to the best compressive strength and that polypropylene fibers increased
the strength increment rate of the cemented soil matrix, respectively. Although the
incorporation of fibers increased residual strengths observed with fiber content as

much as 0.75%, indicating a more progressive decline after failure, the failure mode
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recorded by SF40% was exceedingly brittle. Furthermore, the alkali-activated soil
samples cured for 90 days exhibited a major increase in compressive strength marking
a value of about 18500 kPa. However, the failure mode experienced was brittle at a
strain rate of only 1.1%. This was in agreement with the results confirmed by
Kamaruddin, et al. [26], after 90 days curing regime, observed a strength value of
10900 kPa for reinforced soil treated with an alkaline activator. On the other hand
with the inclusion of fiber content of 0.75% the failure mode was improved recording
a strain rate of 2.2%, Though a reduction in strength, due to shrinkage porosity, was
observed namely 13500 kPa. Nevertheless, this was two times greater than that value
recorded for SFRO.75 cured for 28 days.
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Fig. 5. Stress-strain behavior of natural soil, alkali activated- and
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alkali activated reinforced soil samples after 28, 90 days curing regime

Alkali-activated fly ash was added to the naturally clayey soil, and a notable
improvement was noticed. This explains why vitreous alumina on the surface of the
fly ash particle immediately dissolves and absorbs the potassium hydroxide solution.
In addition, a strong rise of 18500 kPa was seen after 90 days, which is five times
more than that value recorded by the treated sample cured for 28 days. This was
attributable to the existence of Si species in the internal entity of fly ash and its
accompanying poor dissolving rate. Si bonds, therefore, control the increase in
strength. These results support the judgment made by Abdullah et al. [27]. For SF40
samples that had been cured for 28, and 90 days, respectively, a corresponding strain
of less than 1% and 1.1% indicated that strength was approaching failure. Therefore,
polypropylene fibers were added to the pretreated alkali-activated soil to enable

increased residual strength and better post-peak tendency.

The findings for the 28-day-cured reinforced sample showed a notable PP fiber
impact on the mechanical characteristics of the pretreated alkali-activated soil. In
other words, a considerable rise in the post-peak strength was seen for the treated
sample cured for 28 days as a result of the interfacial link created between the latter
and the soil gel matrix. Indicating that the polypropylene fibers were successful in
transferring the shear strength between the soil particles to a tensile strength, which
allowed for even higher residual strength at strain rates greater than 1.5%, the matrix
becomes stronger as it approaches failure. These data concurred with Tang et al. [25]
conclusion that fiber inclusion and the compressive strength of cemented soil
exhibited a proportionate relationship. Although a reinforced sample that had been

cured for 90 days showed a considerably greater propensity toward ductility of 2.3%,
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a notable drop in strength was detected, primarily because of shrinking porosity
between the fiber and the treated soil alkali matrix. These findings are fairly

consistent with those made public by Ranjbar et al. [20].

Conclusion

From the results of this study, the following can be concluded:

e A great deal of fly ash impact on the compressive strength of SF40 was observed.
The samples cured for 28 days displayed a value of 3680 kPa. In addition, after a
prolonged curing regime of 90 days, a compressive strength of 18500 kPa was
recorded. This was due to the low dissolution rate of silicate bonds that have built
a cemented cluster with host soil and Potassium hydroxide.

e The impact of prolonged curing regime of 90 days was obvious bringing about a
500% strength enhancement rate when comparing to that of 28 days cured sample.
However, with either a lower or higher strain rate, both of alkali-activated soil
mixtures indicated a sharp drop when reaching failure.

e Throughout the 28-day curing regimens, a sharp increase in the strength evolution
of SFR0.75 samples was seen, with a strength increment rate of 1.8 times that of
the pretreatment specimen. The interaction between cemented clusters and PP
fibers brought about an increase in compressive strength. As a result, the peak
value of the pretreatment specimen was nearly doubled. In a controversial finding,
compressive strength was decreased for SFR0.75 after a 90-day treatment. Due to
prolonged curing, it was expected that the porosity between the cemented clusters
and polypropylene fibers would diminish.

e The effectiveness of a prolonged curing regime of 90 days was incredibly high.
Nevertheless, this is not practical for engineering applications.

e A novel technique should be elaborated on how to speed up the geopolymer
reactions, thus allowing for field construction to be carried out in a short-defined
plan.
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Abstract
The study aims to improve the strength, and the toughness of the welding zone of

high strength low alloy steel (HSLA) by adding microalloying elements, titanium, and
vanadium via tungsten inert gas torch technique. The melting was carried out using
powder preplacement procedure with the welding variables of current, 80-100A and
voltage, 30-40V. Experimental results showed that Ti and V elements play an
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important role on the heat affected zone hardness, impact toughness and tensile
strength of HSLA steel. Furthermore, a maximum ultimate tensile strength of 693
MPa and 730 MPa were achieved with Ti and V addition respectively. The reduction
in HAZ hardness values with Ti and V addition was 15% and 19% respectively,
compared to base material, thereby reducing the risk of brittle fracture.

Keywords
High strength low alloy steel, Ti and V microalloying elements, heat affected zone,
microstructure and mechanical properties.

1. Introduction

The design of high strength low alloy (HSLA) steels play an important role in
structural performance which can easily be done with their performance properties
such as, lower structural thickness, weight, and load-bearing capacity. This in turn can
provide an excellent balance between strength, toughness, ductility, formability, and
weldability in contrast to conventional carbon steels [1-3]. In recent decades, much
steel research and development efforts have focused on HSLA. The application of this
kind of steel has expanded to various industries including shipbuilding, oil and gas
pipelines, building, storage tanks, pressure vessels, high strength fasteners and
suspension springs after its initial application in the automobile industry.

This is due to its high strength-to-weight ratio, excellent weldability, formability,
and cost reduction [4, 5]. In most of the cases, welding is indispensable to use HSLA
steel for any application. There are major challenges associated with the welding
zones for this type of steel, and the welding processes which have a significant effect
on the integrity of the welded structures and their performance in service. The main
problem associated with this HSLA steel is to obtain a good combination of strength,
toughness, and weldability properties specifically in a welded zone which includes
grain coarsening in and around the region of the weld [6]. Furthermore, due to a
longer thermal cycle and slower cooling rate, formation of martensitic in weld section
and precipitation of carbides at the grain boundaries cause poor mechanical properties
in HAZ and hence, lead to several fracture problems [7, 8].
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The desired welding variables are selected based on the data available in handbook
or experience of the users. However, it might not be accurate for achieving optimum
characteristics feature of HAZ or welded zone for wide range of applications.
Moreover, it is very difficult to optimize the welding variables because of the
complex interaction of the melt pool during welding process. This probably explains
why the issue persists and not much has been achieved [9]. Another problem
associated with the HSLA steel is the brittleness related to the formation of high
carbon martensite-austenite (M-A) and prior austenite grains (PAG) constituents
along the grain boundaries which located in the HAZ and the fracture behavior of
HAZ developed due to low ductility and low notch impact toughness of HAZ material
[10].

These fractures are initiated mostly from second phase particles and inclusions and
lead to catastrophic failure related to injury or fatality of humans and the loss of
national assets [11, 12]. These losses of toughness properties in HAZs constrain the
wide application of high strength steel. It is thus required to understand how to
minimize the risks resulting from welding zones and the behavior of the HAZ which
determines the efficiency of the entire welded joint. During the past decades,
investigations on the morphology and mechanical properties of the HAZ in welding
of HSLA steels have focused on finding several practical solutions to prevent sudden
fractures in welding zones during their service conditions [13, 14].

It is necessary to find an alternative method to reduce and overcome these risks in
the metallurgical and weldability issues related to the HAZ associated with the
welding processes of these types of steels to improve the structure and properties of
the HAZ. The addition of microalloying elements through small quantities of Ti and
V play a vital role for performance property and structural integrity of HSLA steels
[15]. These alloying elements have the high affinity to carbon and nitrogen which can
greatly influence the new microstructure formation such as by carbide or nitride
precipitates. However, these precipitates are in generally complex and the Ti, and V
as well as C and N are all interchangeable depending on the formation temperature.
Furthermore, stable Ti-rich carbonitrides can work negatively by constricting
austenite grain coarsening during austenitization and V-rich carbides promote
precipitation hardening during cooling [16-18].
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Maduraimuthu et al. [19] have performed parametric optimization of TIG welding
using Taguchi design method for P92 (9Cr-0.5Mo-1.8W-VNb) Steel by using
response surface methodology and emphasized on the optimization of process
parameters in welding process. However, addition of these microalloying elements
would be better choice to avoid the problems associated with brittle fractures and
environmental degradation occurring in welding zones. Based on the literature, it is
evident that weld parameters influence the strength, toughness, and microstructure of
HSLA steel, but the results are still insufficient in finding ideal solutions due to the
continued deterioration of weld properties, and catastrophic failure occurring
particularly in the HAZ area. Furthermore, little research has been done on the
microalloying elements addition and its effects on mechanical properties and
microstructures performance of HAZ for HSLA steel.

Therefore, the main aim of this study is to explore the addition of Ti and V
microalloying elements on the improvement of metallurgical and mechanical
performance of HSLA steel. Implementing this optimized TIG welding parameters
can be benchmark for welding companies as TIG welding is an international welding
concept. This can attract end-users to exploit this approach of HSLA steel with
improved metallurgical and mechanical performance avoiding catastrophic failure.

2. Experimental Method
2.1 Material

HSLA steel with L450 specifications was used in this investigation in the form of
10 mm thickness plate was cut and machined to accomplish thin plate specimens of
dimensions 150 mm x 50 mm x 5 mm. The chemical composition and mechanical
properties of HSLA steel are presented in Table 1 and 2, respectively and details of
the measurement procedure can be found elsewhere [21]. The surface of the
specimens was cleaned in a Branson 2510 ultrasonic cleaner for duration of 10 min.
For experiments with microalloying element preplacement, the substrate surfaces
were ground by 180 grit emery paper to have better retention of the preplaced
powder.
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Table 1: Chemical composition of L450 steel (wt. %) [21]

C Si

Mn S

P

Al \%

Nb Ti

Fe | *Ceq

0.08 | 0.17

1.41 | 0.014

0.0017

0.032

0.022

0.019 | 0.015

Bal. | 0.38

*Ceg: CE = (%C) + (%Mn/6)+ (%Cr+%Mo+%V)/5 + (%Cu+%Ni)/15

Table 2: Mechanical properties of raw L450 HSLA steel [21]

Steel Yield Tensile Elongation, Impact Hardness,
Grad strength strength % toush | Hv0.5
rade Y.S, MPa UTS, MPa A oughness, vO.
L450 450-500 550-600 35 105 175

Microalloying elements

Ti microalloying element in the form of powder with average particle size, 45 pm,
99.70 wt. % purity, and V microalloying element in the form of powder with average
particle size of 45 um, 99.45 wt. % purity was selected as reinforcing microalloying
elements to act as grain refining elements in HSLA steel welds [22, 23]. These
elements were added as alloying elements during the welding process. A different
approach was adopted to add these microalloying elements only in the weld pool, and
not in the bulk material using a powder preplacement technique. The range of
individual microalloying element powders used in this study was determined through
a preliminary investigation and through previous studies [24, 25].

Polyvinyl Alcohol Binder

The polyvinyl alcohol (PVA) is an organic binder mixed with distilled water in the
ratio of 40 grams of PVA to 960 ml of water to prepare one liter of 4% PVA. The
mixture was then heated stirring occasionally until a clear solution was obtained,
which was stored and used for the preplacement of the microalloying element. It is
effective in film forming and has a strong adhesive quality. It is characterized by
properties such as chemical resistance; water solubility and it can chemically bind
with a nanoparticle surface [26].
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2.2 Test equipment

Several equipment and machines were used to produce and investigate the welding
heat affected zone of welded HSLA. The machining of HSLA steel substrate was
carried out using Milling and EDM- W11FX2K wire cut machines. Miller-Telwin
165-TIG welding machine was used to produce welding tracks. JEOL, JSM-IT100
scanning electron microscope (SEM) integrated with energy dispersive X-ray (EDX)
was used to characterize the microstructures and the morphology of heat affect zone
(HAZ) of welding region, and to detect the elemental compositions. Phase
identification was conducted using Shimadzu 6000 XRD diffractometer.

Instron SI-1C3 300FT-LBS Impact testing machine and Mitutoyo MVK-H2 digital
microhardness testing machine were used for impact toughness and hardness
measurements, respectively. Instron 5582-100KN universal testing machine was used
for tensile testing. The arc generated by the TIG torch welding process using non-
consumable tungsten electrode under different welding variables was adapted for the
realization of powder melting by reinforcing microalloying elements in the form of
powder on the melt pool of HSLA steel. The TIG arc process allows localized heat
source that established between a pointed non-consumable tungsten electrode and the
substrate materials.

A 3.2 mm diameter tungsten electrode with 2% thorium was selected for the TIG
torch used in this study. The electrode has good current carrying capacity, and
resistance to contamination the arc generated was more stable. Argon gas with a flow
rate of 20 I/min was used to create an inert environment during the TIG melting
process due to its advantageous characteristics. These advantages offered a clean,
small, and robust joint weld, suitable for most applications. It gives more energy
imparted to the surface of the metal and gives deeper penetration than other shielding
gases.

2.3 Methodology

The experiments were conducted by preparing Ti and V microalloying elements
powder reinforced on the surface of L450 HSLA steel substrates. The surface melting
experiment was achieved using powder preplacement procedures and TIG torch
melting techniques under a non-oxidizing atmosphere. For a comparison with the
modified welded specimens with the addition of microalloying element, the sample of
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the base material was welded using the same input parameters without microalloying
addition.

Preparation of preplaced microalloying element on HSLA steel substrate

The first step of the welding modification process was to prepare the
microalloying element powder material on the surface of L450 HSLA steel as a
substrate material using the powder preplacement approach. Before applying the
microalloying element powder, the surface of the substrate sample was abrasively
ground to a smooth surface roughness using silicon carbide (SiC) emery paper. The
grounded substrates were subsequently rinsed with acetone followed by ethanol in an
ultrasonic bath for 20 minutes.

This treatment removed impurities such as grease, dust, and oxide layer from the
substrate surface. Two types of microalloying element powders namely Ti and V
were selected for welding modification in this study via melting in the weld pool
through the welding of HSLA steel substrate. The amount of microalloying element
was a primary variable, while the powder types were used as the categorical variables
as presented in Table 3.

All results are average from three measurements. Before preplacement process,
each microalloying element powder was weighed using 1.0 mg/mm2 of the substrate
surface which was made in a pasty form after mixing of PVA, distilled water and
alcohol. The pastes of the microalloying element were evenly preplaced on the HSLA
steel surface with the aid of a plastic sheet. PVA was used to prevent the powders
from blowing away due to the shielded Ar gas flow during melting process. The
minimum quantity of PVA was used with a thumb rule of 0.5 ml for 2.0 mg of
powder to avoid porosity development on the re-solidified layer of the steel [26, 27].
Finally, the preplacement surfaces with thickness layer of about 0.5-1.5 mm were
dried in an electric oven at 70 °C for 1 hr to remove any moisture.

TIG melting of preplaced microalloying element on HSLA steel substrate

The melting of the dry preplaced surfaces was carried out beneath a direct current
electrode negative (DCEN) arc of TIG welding machine to produce a series of
autogenous weld tracks on the previously prepared substrates. The experimental
setup, powder preplacement and welding track development using TIG torch melting
process of HSLA steel is shown in Fig. 1.
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Table 3 Design matrix and responses for TIG torch processing of HSLA steel without
and with microalloying element (Ti, V) addition.

Parameters Responses
A B C P
Welding | Welding :n or V
E current | voltage microalloy Impact Tensile strength
R);Fr)] (A) (V)g element Hardness (HvO0.5) toughness (MPa) g
(mg/mm?2) ()
No Ti v alloy 1i | v alloy Ti v
alloy No No
1 80 30 1 293 | 246 | 233 41 58 | 68 | 605.05 | 675.4 | 669.4
2 90 35 1 264 | 234 | 202 48 69 | 72 | 704.30 | 611.7 | 693.2
3 100 40 1 242 | 226 | 217 50 77 | 75 | 653.00 | 644.9 | 688.0
4 80 35 1.5 273 | 225 | 225 43 68 | 72 | 611.36 | 685.8 | 729.8
5 90 40 1.5 250 | 223 | 208 47 81 | 69 | 641.80 | 692.9 | 635.4
6 100 30 15 265 | 202 | 206 44 78 | 76 | 644.06 | 635.4 | 714.3
7 80 40 2 259 | 211 | 218 40 53|74 | 611.81 | 676.8 | 596.0
8 920 30 2 287 | 239 | 213 42 66 | 68 | 665.43 | 686.8 | 700.3
9 100 35 2 255 | 250 | 223 49 63 | 72 | 670.79 | 601.0 | 699.2

*Fixed parameters (Argon flow rate= 20 l/min and welding travel speed= 1.0 mm/s).

The melt pool for the process was created by striking a metal arc between the tip

of a throated tungsten electrode (3.2 mm diameter) and the steel substrate. The arc
produced was controlled using an arc gap length maintained at 2 mm while the
welding speed was controlled through externally loaded software interface attached to
the welding machine. The TIG process was conducted under the streamed argon gas
at 20 I/min, which was channeled through electrode gun to prevent oxidation of the
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molten surface layer during the melting process. The detailed specifications for the
TIG melting conditions are provided in Table 4.
Table 4 Details of TIG melting process parameters

Current (A) 80-100 with increment of 10 A

Current frequency (Hz) 20 Hz

Speed (mm/s) 1.0 mm/s

Voltage (V) 30-40 with increment of 5V

Electrode configuration 3.2 mm, W-2%. Th., 60° cone
included angle

Arc gap (mm) 2.0 mm

Argon flow rate (ml/min) 20 I/min

Specimen position Flat

Torch orientation Vertical

Process DCEN

Substrate preparation Powder preplacement process

Figure 1: Powder preplacement and welding track Development

The TIG torch welding was carried out using a range of heat input from 1152
to 1920 J/mm and shielded by argon delivered at a rate of 20 l/min.
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Heat input, E=nIV/S (1)
Eqg. 1 was used to calculate the heat input (E), where V and I are the voltage
and current, respectively, and s is the scanning speed of the torch in melting a
track across the prepositioned powder sample. The symbol 7 is the efficiency
for energy absorbed in the sample and was designated elsewhere [28] as 48%.
The process parameters including control factors are provided in Table 4.

The WOLPERT WILSON Vickers microhardness testing machine was
used for the material 200 hardness measurement with an indentation load
range 500 gf for dwell time of 10 seconds. Hardness profiles were measured
both from the beginning and along the depth of the transverse sections of the
HAZ. Microhardness measurements taken from the center were performed at a
depth of about 300 um away from the surface region and these were conducted
for all the samples under parametric study using L9 Taguchi array.

FZ HAZ BM

/ 74 V4
hardness

279
Indentation

Np oo\ © o> vo/o0

000

¢0100 ¢

Fig.2: Schematic diagram showing the path of hardness measurements of the
weld; FZ: Fusion zone, HAZ: Heat affected zone, BM: Base metal.

The hardness measured for the performance analysis of modified welded HSLA
steel after optimization process was conducted across the HAZ at an interval of 200
um. The microhardness values were the average of five readings taken from the
respective interval depth. Fig. 2 shows the hardness indentation track of the welded
zones. Samples for impact toughness were cut and prepared from the welding area
specifically in HAZ by means of wire cutting machine. Charpy V-notch impact test
was performed at room temperature using an INSTRON-SI-1C3 universal pendulum
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impact tester on the sub-size specimens, shown in Figs. 3 (a), (b), and (c) following
ASTM E23-02a guidelines.

All dmensions m mm

Fiz. oot 10 scale

Fig. 3: (2) ASTM E23 proportions of Charpy V-notch specimen, (b) Position of
specimen during the test, and (c) Impact testing machine.
The tensile test was conducted on the specimens by pulling transversely to the weld
line in accordance with ASTM E8/E8M-11 to determine the tensile strength of the
material.

3. Results and discussion
3.1 X-ray diffraction (XRD) analysis on HAZ of HSLA steel

The phase identification of substrate HSLA steel was performed using X-ray
diffraction (XRD) technique. Fig. 4(a) shows a typical X-ray diffraction pattern for
the un-welded HSLA steel. The diffraction peaks at 45°, 65° and 82.3° corresponded
to the alpha(110), alpha(200) and alpha(211) phase respectively, whilst the peaks at
37.5° 43° and 54.5° indicated the presence of pearlite FesC(112), FesC(121) and
FesC(211) phase respectively in the HSLA steel raw material 225 with low intensity.
The XRD spectrums of TIG torch welded HSLA steel with Ti and V microalloying
addition are shown in Figs. 4(b) and 4(c) respectively. The precipitates of
intermetallic compounds formed in the HAZ of welded HSLA steel are identified in
the figures, corresponding to TiN, TiC and TiS for Ti microalloying element addition
(Fig. 4b) and VN, VC and VS for V addition (Fig. 4c).
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Fig. 4: XRD spectrum of (a) L450 substrate material, (b) TIG torch welded HSLA

steel with Ti

addition, (c) TIG torch welded HSLA steel with V addition.
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3.2 Effect of microalloying elements addition on microstructure
The significant reduction in the HAZ hardness, and enhancement in the tensile
strength and the impact toughness of welded HSLA steel is associated with the
presence of carbonitride forming microalloying elements Ti and V in the newly
formed microstructure which can considerably mitigate the negative influence of
welded zones on the mechanical properties and microstructure for HSLA steel. The
microstructure of the as-received HSLA steel showed the nature and morphology of
the grain structure and distribution of other intrinsic features in the microstructure.
Fig. 5 shows the ferrite and pearlite phases that distributed along the diffraction angle
within the range of 30° - 90°, see Fig. 4(a)

Fig. 5: (a) Optical microstructure and (b) SEM microstructure of HSLA steel L450
substrate material.

The microalloying element, particularly Ti is mainly used to reduce the grain size
and to ensure grain refinement because austenite grain growth is retarded by titanium
nitride. It is worthy to mention that the best Ti amount for obtaining precipitates
should be small enough to accelerate the pinning effect on the austenite grain
boundaries as the higher amount of Ti has adverse effect on the formation of coarse
precipitates. The developed precipitates are known for higher hardness but make the
welded material brittle as reported by [29, 30]. The addition of Ti accelerates the
transformation of austenite to ferrite and modifies the morphology of ferrite from
Widmanstatten ferrite (WF) to acicular ferrite (A-F). The microstructural evolutions
of the HAZ of HSLA steel with 1.0 mg/mm? Ti microalloying element addition were
characterized via scanning electron microscopy (SEM). Fig. 6 shows the HAZ
microstructure of melted HSLA steel with 1152 J/Jmm heat input. At lower heat input
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range, the influence of heat input and microalloying element addition on the
mechanical properties are both significant, see Figs. 7-9.

Fig. 6: OM and SEM micrographs of HAZ of welded HSLA steel with 1.0 mg/mm?
Ti-microalloying element addition.

Different microstructures of HAZ are derived from the different welding thermal
cycles and cooling efficiency. The microstructure of original base metal (BM) on
HSLA steels shown in Fig. 5 has demonstrated fine grains of ferrite (F) with some
pearlite (P). The application of different mode of welding by TIG torch changes the
microstructure of HAZ in welded HSLA steel. The microstructure of HAZ of welded
HSLA steel with addition of Ti-microalloying element in Fig. 6 mainly consists of
bainite with small fractions of A-F and M-A microconstituents phases. However, the
austenite grains are resembled as smaller without any typical columnar shape.

Similar microstructures are reported by [15, 31, and 32]. In this study, the addition
of Ti reduced the prior austenite grain size in the HAZ due to the existence of high-
volume fraction of TiC and TiN inclusions or intermetallic compound which retarded
the austenite grain growth during the welding process. Ti microalloying element acts
as nucleation sites for the solidification of the melt pool and the subsequent growth is
pinned at the grain boundary. The welded HSLA steel by TIG torch welding
technique with the addition of different amounts of titanium to the melt altered the
microstructural constituents of HAZ, and different ferrite phases formed including
acicular ferrite and Widmanstétten ferrite phases aligned along with the bainitic
microstructure and finally enhanced the grain refinement of the morphology. This
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morphological characteristic contributes to the improvement of mechanical properties
of TIG welded HSLA steel.
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Fig. 8: Variation of tensile strength response on the welding of HSLA steel with and
without microalloying element addition.
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According to literature, the solubility of vanadium in austenite is higher
than the other microalloy to form carbide and nitride phase after
resolidification of the molten metal. Vanadium carbide, nitride, and
carbonitride precipitates have the strong pinning effect on the austenite grain
boundaries and on the transformation a fine ferrite grain structure development
as well. In the same note, it is believed that small amount of vanadium in
structural steels produce a significant refinement in the final ferrite
microstructure, through both enhancements of the nucleation of grain
boundary ferrite and by intragranular nucleation of ferrite [25, 26]. Fig. 10
shows the HAZ microstructure of melted HSLA steel with 1152 J/mm heat
input. It presents the HAZ microstructure of welded HSLA steel with addition
of V-microalloying element, mainly consisting of grain boundary polygonal
ferrite, with small fractions of A-F and M-A constituents located along the
austenite grain boundaries and polygonal ferrite (PF) grain boundaries.
However, M-A constituent was also observed along the bainitic-ferrite lath
boundaries, which were a common feature in the high strength low alloy steel.
This might have a negative effect on the property of the weld since M-A
constituents are still present in microstructure and generally reduce HAZ
property particularly the toughness and ductility. This finding is similar to the
findings reported elsewhere [27, 28].

3.3 Effect of microalloying element addition on mechanical properties

In this section, results are presented on the hardness, tensile strength, and the
impact toughness of HAZ of welded HSLA steel without and with the addition of
different microalloying elements under different heat inputs as shown in Figs. 7-9.
Fig. 7 shows the hardness variation for the HAZ with and without micro-alloying
element addition to the welded HSLA steel for different energy input during welding.
The HAZ hardness characterization results of welded HSLA steel without
microalloying elements revealed that the hardness gradually decreased on increasing
the energy input. The addition of alloying elements also affected the hardness. The
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reduction of hardness values in the HAZ was approximately 15% for the welded
samples with titanium microalloying element addition compared to the welding
samples without any additive, while the decrease of HAZ hardness when the
vanadium microalloying element was added was approximately 19% compared to the
welding samples without microalloying element addition. For all three cases the
hardness generally decreased with increasing energy input and was essentially
insensitive beyond the energy input of approximately 1680 j/mm. Fig. 8 shows the
variation of tensile strength response of the welded HSLA steel with and without
micro-alloying element addition for different welding energy inputs.

The tensile strength results of the welded HSLA steel without microalloying
elements showed that the ultimate tensile strength increased gradually on increasing
the heat input followed by a slight decrease at a higher energy input while there is a
remarkable increase in the tensile strength values for all welded HSLA steel samples
with the additions of both titanium and vanadium micro-alloying elements compared
with welded HSLA steel without microalloying elements. However, there is slight
decrease in tensile strength with increasing heat input for both Ti and V additions
samples. The reduction in the tensile strength with increasing energy input is assumed
to be due to the increased dilution associated with higher energy input which induces
dissolution of the grain pinning precipitates resulting in grain coarsening. This trend
agrees with the welding metallurgy principle which states that higher heat input
results in lowering of mechanical property of weld section [28]. The improvement of
ultimate tensile strength values was ~4% for welded samples with Ti additive, while
the increase in ultimate tensile strength was ~5% for welded samples with V additive,
compared with the welding samples without any addition of microalloying element.
Fig. 9 shows the variation of impact toughness value in the HAZ with and without
microalloying element addition of welded HSLA steel for different welding heat
inputs.

The impact toughness trend of HAZ of welded HSLA steel without microalloying
elements and welded HSLA steel samples with the additions of titanium increased
gradually on increasing the energy input while there is a marginal increase in the
impact toughness values for HAZ of welded HSLA steel with vanadium addition,
particularly for heat input above 1510 //mm. A noticeable improvement in the impact
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toughness after the additions of titanium and vanadium microalloying elements was
obtained compared to the impact toughness of HAZ for welded HSLA steel without
microalloying elements during welding processes. The average increment of impact
toughness values in the HAZ was ~30% for welded samples with titanium
microalloying element addition while the average improvement of HAZ impact
toughness with the vanadium microalloying element addition was approximately 37%
compared with the welding samples without the addition of microalloying elements.
However, the variation in the impact toughness values with increasing energy input
between vanadium and titanium additions was slightly up to approximately 5%.

3.4 Comparison of Ti and V microalloying elements on structure and
mechanical performance

Table 5 summarizes a comparison of mechanical performance parameter for Ti-added
and V-added HSLA steels after TIG torch melting process whereas, Fig. 11 shows the
percentage improvement in hardness, tensile strength, and impact toughness for the
same microalloying element additions. The formation of small TiC and TiN particles
in the microstructure of high-strength low alloy steel weld metal has been reported by
[29] which can be of great strengthening effect and contributes to the improvement of
mechanical properties of the current HSLA steel in this investigation. TiS phases
significantly influence both the texture and the mechanical properties of HSLA steel.
It has been suggested that this compound has an adverse effect on the fracture of
welded steels [30]. The formation of these phases (TiN and TiC) plays an important
role in the new microstructure development (acicular ferrite) in the nucleation sites
for the improvement of mechanical properties. Moreover, titanium carbide and
titanium nitride inclusions retard austenite grain growth. The polygonal ferrite also
formed during subsequent transformation of austenite to ferrite along the austenite
grain boundaries. Consequently, the precipitation of carbides or carbonitrides during
cooling cycle of weld pool can prevent the grain growth of austenite. This can be
beneficial for refining grains in HAZ and leads to better mechanical properties of
welded micro-alloyed high strength steels [30-32]. In one study, it is mentioned that
the addition of small amount of Ti revealed an improvement in the high-temperature
strength of tantalum alloy [33].
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Table 5: Comparison of improved performance properties due to
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Fig. 11: Comparison of the percentage improvement of the performance properties
due to addition of Ti and V microalloying elements.
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Vanadium carbide, nitride, and carbonitride particles are known to pin austenite
grain boundaries, and on transformation, form a fine ferrite grain structure. There is
strong evidence to show that small quantities of vanadium in HSLA steels produce a
significant refinement in the final ferrite microstructure (as shown in Fig. 10) through
both enhancements of the nucleation of grain boundary ferrite and by intragranular
nucleation of ferrite. The presence of vanadium carbide and vanadium nitride
enhanced the mechanical properties of welded HSLA steels [33, 34-38]. The XRD
results, Fig. 4 demonstrated the characterization of the TIG torch melted
microalloying elements (Ti and V) and revealed the existence of new phases in HAZ
of HSLA steel containing the intermetallic compound of TiC, TiN, TiS, VC, and VN.
The peaks have different concentrations at different angles of the XRD profile which
depends on the microalloying element quantities and heat inputs of welding processes
[39]. These intermetallic compounds play important roles in the morphology of
microstructures and the mechanical properties of HAZ of welded HSLA steel.

In Table 5, mechanical properties performance for Ti-added and V-added HSLA
steels after TIG torch melting process are notable which was produced from different
heat input of the welding. The addition of both the titanium and the vanadium
microalloying elements improved the overall performance properties with a
subsequent reduction in hardness and increase in strength and impact toughness. In
particular, the microalloying element vanadium demonstrated a greater influence on
improving the performance properties. This is illustrated by the difference between V
and Ti additions, i.e., “V-Ti” column in Table 5. Compared to titanium the addition of
vanadium improved the hardness, the strength, and the toughness by 4%, 3% and 16%
respectively corresponding to low heat input of 1152 J/mm. From Fig. 11, the
percentage improvement in hardness, tensile strength and impact toughness for Ti and
V microalloying element addition is significant. However, the improvement is more
prominent at lower heat input and gradually decreases with the increasing heat input.
The addition of Ti and V resulted in the improvement of the mechanical performance
illustrated by positive values. Overall, the addition of V resulted in a higher
performance compared to Ti. The difference in performance between V and Ti is
plotted in Fig. 12 which clearly shows the higher performance due to V over Ti. Apart
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for the toughness at high heat input corresponding to 1920 J/mm all the points in the
graphs are in the positive range.

It was demonstrated that different microstructures were formed with these two
microalloying elements, which finally enhanced the grain refinement of the
morphology. The morphological characteristic contributes to the improvement of
mechanical properties of TIG welded HSLA steel.
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Fig. 12: Percentage difference between the improved performances due to the V
microalloying element addition over Ti microalloying element.

4. Conclusions

The present study characterized the microstructure and mechanical properties of
HAZ for welded HSLA steel aiming to optimize the microstructure-mechanical
property relationship with the addition of Ti and V microalloying elements using TIG
torch melting technique. The characteristics of the heat-affected zone (HAZ) were
enhanced with a combination of lower hardness, higher strength, and improved
impact toughness through the additions of microalloying elements compared to
conventional welding without elements. Analysis of results showed that Ti and V
microalloying elements significantly influence the HAZ hardness, impact toughness
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and the tensile strength of TIG torch melted HSLA steel. A maximum ultimate tensile
strength of 692.85 MPa and 729.80 MPa was achieved with Ti and V addition
respectively. The reduction in HAZ hardness values of welding samples with the
addition of Ti and V addition was approximately 15% and 19% respectively, relative
to the welding samples without any microalloying additions. The decrease in HAZ
hardness after welding region can reduce the risk of brittle fracture of the welded
component.

The average increase in the impact toughness values of the HAZ was
approximately 30% for the welded samples with Ti and 37% for welding samples
with VV compared to the welding samples without the addition of microalloying
elements. However, the variation in the impact toughness values with increasing heat
input between vanadium and titanium additions was slightly higher, approximately
5%. The overall positive outcome on the mechanical properties of HAZ supports the
use of the present technique and encourages further development of a new advanced
and sustainable HSLA steel material for a variety of engineering applications.
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Abstract:

Multimodal biometric system relies on multiple biometric identifiers for person
identification that becomes more popular in authentication and identification. Due to
the popularity of multimodal system, three factors (security, authentication and
robustness) are considered for image authentication, face recognition and biometric
identification. This paper presents multimodal biometric system by applying double
digital watermarking scheme. The proposed dual watermarking is embedding blind
semi-fragile and robust watermarks into the facial image. To embed blind semi-fragile
digital watermarking, IWT (Integer Wavelet Transform) and Reversible Procedure is
proposed and for robust digital watermarks, DCT (Discrete Contourlet Transform) and
QIM (Quantization Index Modulation) is proposed. In this, we have used two
biometrics including face and voice for biometric system. For watermark embedding,
MFCC (Mel Frequency Cepstral Coefficients) voice features are extracted and
embedding into facial image. Face selection operation is performed using ICP
(Iterative Closest Point) algorithm that works based on learning weights. Final
decision making is performed using Deep Reinforcement Learning called “Double
Deep-Q-Network”. Two corpuses such as TIMIT (voice) and ORL (Face) are used for
system evaluation and performance testing. our proposed double watermarking
scheme exhibits better performance in terms of accuracy, EER, PSNR, SSIM,

Keywords: Multimodal, Double watermarking, Face recognition, Discrete Contourlet
Transformation (DCT), Quantization Index Modulation (QIM), Integer Wavelet
Transform (IWT) and Reversible Procedure.

i. INTRODUCTION

The rapid growth in Information Technology (IT) has revised the need to protect
sensitive and personal data from any unauthorized access. Many techniques have been
proposed to protect these data, such as the knowledge-based method, where login
credentials, such as passwords, Personal Identification Number (PIN) or patterns, are
required from the users to access these data. However, the importance of protecting
these data and the sensitivity of such methods to simple attacks, such as shoulder
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surfing, have imposed the need for more secure techniques [9]. Therefore, many
methods have been proposed to protect these techniques from known attacks but the
tendency of humans to use easy-to-remember credentials has limited the capabilities of
such techniques, as easy-to-remember credentials are also easy-to-predicting [6].

To protect such data, and according to the limited security that Knowledge-based
techniques provide, many techniques have been proposed based on biometric
information. This information is collected from the user upon authentication and
compared to the information of the legitimate users who are allowed to access the
system. The user of such information has shown better resistance against attacks that
rely on identifying the information used for authentication, as it is more complex to
replicate biometric features, than the traditional methods, such as passwords or
patterns, in Knowledge-based authentication [10,13 ,16].

One of the widely used techniques to protect the authenticity of information
communicated between different parts of the authentication system is digital
watermarking, where biometric information is added to the captured biometric image
that the biometric features are extracted from. Watermarking techniques are normally
used for one of two reasons, which are to prove ownership of the biometric image or
to detect any tampering with it. Moreover, some of the watermarking techniques add
visible watermarks to the biometric image, while others hide the watermark inside the
biometric image, so that, it is not visible unless it is extracted. For tamper detection,
hidden watermarks are added to the biometric images, so that, the absence of the
watermark or any distortion in the extracted watermark indicates tampering with the
original biometric image. Moreover, the watermarking techniques used for tamper
detection is fragile, so that, the extracted watermark is highly affected when any attack
is executed against the watermarked biometric image [5].

In biometric systems, researchers [4, 14, 15, 17,18, and 19] have proposed digital
watermarking algorithms against geometrical attacks and other attacks. Watermarking
is referred to as hidden information and protect against unauthorized persons. To
hidden data, certain information is considered and to be embedded on original host
image using any water- marking techniques. In this case, original image content could
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not affect. Some of the researchers [1, 2, 3, 7, 11, 28, 29, 21, 24, 25, 26, and 27] have
proposed frequency domain methods for watermarking while others proposed spatial
domain methods [12 and 31]. Recently, researchers have concentrated on double
watermarking methods. For each watermarking, they have used separate techniques.
Table 1 demonstrates that recently used watermarking techniques. To solve those
limitations, in this paper we propose a hybrid double watermarking method to build an
online multimodal system by embedding MFCC voice features into face images. The
main objective of our multimodal biometric watermarking system is to provide
security to biometric data without conceding the quality of both biometric host image
and watermark data. The main contributions of our work are as follows:

¢ DGA-SA (Dynamic Genetic Algorithm with Simulated Annealing). In
watermarking, spatial location and best embedding point are required for efficient
watermarking. So that DGA- SA is proposed DGA to compute the spatial location of
the coefficients and then this suboptimal solution is forwarded to Simulated
Annealing for best embedding selection.

o |ICP (lterative Closest Point) for face selection. Face selection is based on the
patches. In this face image is split into patches (eye, nose, mouth). In this ICP
algorithm the face selection in which closest points selected that will be used for
classification.

e Deep Reinforcement Learning algorithm named “Double Deep-Q-Network™ which
is the recent network, this reduces the complexity and it will be used for face
recognition.

The paper is organized as follows: Section 2 is a literature review; Section 3
describes the proposed methodology in three parts; biometric data processing, double
digital watermarking and face identification; Section 4 presented database description
and experimental results; and Section 5 concludes on the research study carried out.

ii. LITERATURE REVIEW

There is wide collection of approaches have been proposed for watermarking.
Almost of them adopt the idea of digital watermarking using transformation methods
DWT (Discrete Wavelet Transform), DCT (Discrete Cosine Transform), and DFT
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(Discrete Fourier Transform). Some of these transformation methods are briefly
reviewed in the following:

The authors of [14] proposed single biometric identifier/unimodal identifier for
face recognition using PCA (Principle Component Analysis) and DCT (Discrete
Contourlet Transformation). This combined system is used to ensure the image
authenticity and security against robust attacks. Experimentation is proved that the
system is successful in security, accuracy, robustness and watermarking techniques.
The papers [20, 22, and 23] proposed an approach for multimodal biometric
authentication system using watermarking technique. Three biometric traits are
postulates in this paper are fingerprint, face (physical traits) and signature (behavioral
trait). Initially, metamorphose is applied on biometric traits using Discrete Cosine and
Discrete Wavelet Transformation. After this watermarking is achieved using singular
value decomposition scheme. However, the security of biometric data is preeminent,
therefore utmost importance to provide security for individual biometric data. The
authors of [3] proposed Phase Congruency Model and DCT for personal identification
system. Phase Congruency model is employed the low frequency on DCT coefficients
of face image and normalization correlation is based on robust property and human
perceptivity. Here authors claims that improve the quality, robustness and recognition
accuracy against different types of image processing attacks. The authors of [7]
described robust and secure watermarking for biometric data protection. This scheme
is proposed for the biometric template protection. Communication channel is used for
biometric system and the sparse information of watermark biometric data is generated
based on the compressive sensing and wavelet coefficients. The proposed scheme is
attaining the best results in accuracy and robustness. The authors of [8] introduced
face detection methods for digital image authentication. Biometric watermarking
technology is authenticating digital images automatically, in such processing authors
proposed face detection methods such as principal component analysis, and eigen
feature regularization. The objective of this paper is to find the relationship between
the original data and extracted biometric data using neural networks. Authors obtained
very promising results in experimentation. The authors of [3] proposed feature based
3-level RDWT [Redundant Discrete Wavelet Transform] for multimodal biometric
system. Phase congruency model is used to compute the embedding locations which
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preserves the facial features from being watermarked and ensures that the face
recognition accuracy. In order to improve the performance of proposed watermarking
algorithm, an author uses adaptive user-specific watermarking parameters. 3-level
wavelet decomposition of a face image is divided to four subbands such that the size
of each subband is equal to the original image, the RDWT redundant space provides
additional locations for watermark embedding. To address the issues of 3-level
RDWT. The authors of [11] presented multimodal biometric identification system
using L-level RDWT decomposition. Two biometric traits of the user i.e. the facial
and iris features are embedded independently into the wavelet sub-bands. While using
the fused score for evaluation, the accuracy was increased. The robustness of the
system has been analyzed against various attacks and the verification accuracy
evaluated based on false acceptance rate, area under curve and false rejection rate. The
wide range of existing approaches uses single watermarking for authentication and
face recognition. Single watermarking does not meet security requirements. To
mitigate this, current researchers concentrated on dual/double watermarking [30, 31].
these approaches are not efficient for multimodal biometric system since its aim to
satisfy the security requirements. To solve those problems, we designed effective
multimodal biometric system which meets those requirements to all extent.

System Overview:

To overcome the aforesaid problems and the best of our knowledge, Double
Digital Watermarking for Online Multimodal Biometric System is proposed. The
proposed double digital watermarking algorithm is a combination of blind semi fragile
and robust watermarks. In blind semi-fragile digital watermarking, Integer Wavelet
Transform (IWT) and Reversible procedure is performed. For blind robust digital
watermarking, Discrete Contourlet Transform (DCT) and Quantization Index
Modulation (QIM) are used. The proposed scheme consists of seven phases:
Preprocessing, voice feature (MFCC) extraction, face selection, watermark
embedding, extraction, authentication and identification. In first, user face and voice
biometric traits are preprocessed like image refinement and normalization. In DCT,
image is decomposed with five levels 1, 2, 4,8,16 under the directional band. To
identify the best embedding point, we proposed Nature Inspired Algorithms called
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DGA-SA (Dynamic Genetic Algorithm with Simulated Annealing). In voice data,
Voice information segmented and then MFCC (Mel Frequency Cepstral Coefficients)
features extracted and applied for watermark embedding. Before that, face selection is
performed using ICP (lterative Closest Point) Algorithm. In this learning weights
computed and less weight will be discarded for online face recognition system. After
watermark embedding, information transfer to Multimodal biometric system through
communication channel. In this, watermark is extracted using Deep Reinforcement
Learning algorithm named “Double Deep-Q-Network™.

This algorithm reduces time and improves the system efficiency. TIMIT and
ORL corpuses will be used for evaluating the developed systems. Similarity matching
is calculated for each training sample with testing sample and the Euclidean Distance
formula is used to calculate the distance between training and testing samples.

A. Preprocessing

The first step of the proposed multimodal biometric system is pre-processing.
This process makes the input images better suitable for the subsequent steps. The
most important processes such as refinement and normalization are carried out under
preprocessing. Also, this process is helpful for the feature extraction. Here, the facial
images from the database are refined and normalized. Once the input images are
acquired from the database, it undergoes the refinement process after refinement we
move to normalization steps in which input image is converting into the range of
pixels. In parallel, user voice input can be processed in the system. Voice features are
used as a watermark to embed in face image. Segmenting voice sample is a crucial
task in recognition. In this we segment voice to embed in the facial image.
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Figure 1: Overall Architecture
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B. Voice Feature Extraction:

Voice samples are taken as the input for watermark embedding. Before
embedding process, MFCC (Mel Frequency Cepstral Coefficients) features should
extract from the voice samples. MFCC is based on cepstral representation and the
speech signal spectrum and it is based on auditory processing. Most powerful feature
of cepstrum is that repeated patterns or any periodicities. Generally, auditory
processing system does not perceive any spectral components in linear scale, but it
will perceive spectral components on a nonlinear scale.

The MFCC is defined as the short time power spectrum of a speech signal and
the Mel scale wraps the frequency and allows better representation similar to the
human auditory system. The Mel scale is defined as the mapping of frequency
doubling to a human perception scale. The relation between Mel scale and Hertz
scale is

f (Mel) = 2595 log, o (1 + L272) (1)

MFCC is reduced dimensional form of speech spectrum. In order to compute
MFCC, the whole range of audio frequency is divided into frequency bands and also
the energy of speech signal with in the band is computed. In MFCC, cepstral
coefficients are obtained by computing the log of energy in each band.

C. Face Selection:

In face selection, person face is partitioned into number of patches: eyes, nose,
mouth etc. The RGB face color space consists of three additive primary components:
Red, Green and Blue. These color components are highly correlated and this will
difficult to execute in some image processing algorithms. Many processing
techniques are introduced and work on the face partition. In doing so, it produces poor
results in all three color spaces. To mitigate this, we proposed Iterative Closest Point
Selection algorithm. This algorithm performed with much ease on an image in the
RGB Color space.
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Figure 2: Face selection process

Consider the training samples including N faces (RGB color space). We divide
each image into M Overlapping P*P patches. Each of them by a d-dimensional vector
where d=P? Let i be the certain point and its corresponding closest point j is computed
using distance formula. Learning weights (w;y, ... ... wiy) evaluate for the point (i, j). In
this, the points which have the minimum weights have been eliminated in the system.

D. Watermarking

Digital watermarking in multimodal system is defined as the process of embeds
biometric data (watermark) into another biometric image Further, watermark can be
detected/extracted to make an assertion of the image. the host image denotes by H, the
watermark W, the watermarked image by B and the extracted watermark w’, N can be
considered as attacks or noise and the E (H, W) and D(C) be the embedding and
extracting function respectively.

the spatial location is computed by the following equation
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I(a(r,6),b(r,0)) - I(r,0) (2)

Where | represent the image, a(r, 8),b(r, 8) are the coordinates of a, b of the
original image and r is the radius lies on the interval [0, 1] and 6 is angle between [0,
2m].

double watermarking is proposed using hybrid approaches. Here fragile
watermarking for tampering detection and robust watermarking for transmitting the
MFCC features to the system. The embedding and extraction of watermarking are
briefly described in the following sections.

e Nature Inspired Algorithms (DGA with SA):

Searching best embedding co-efficient in image is a quite challenging and essential
task. Nature inspired evolutionary searching algorithms introduced to select the
best embedding point. In this scheme, we proposed Dynamic Genetic with
Simulated Annealing for watermark embedding. As a result of this, the capacity is
minimized by embedding the selected co-efficient. Dynamic Genetic Algorithm is
an evolutionary based searching method approach that consists of natural genetics
to solve the global optimization problems. Natural genetics are using operators
such as mutation, crossover and selection for optimization. Chromosomes represent
the candidate solutions with assigned the score to each of them. By applying
genetic operators to chromosomes, we get the new offspring. After the generations
of new offspring, chromosomes have better score values that considered being a
sub-optimal solution. After applying DGA, SA is started. Simulated Annealing is
another evolutionary based search method to find the best solutions. In
mathematical side, SA initiated from the starting point and followed by next new
candidate solutions is randomly generated. At this point, SA has taken long
computational time. To avoid such issues, we combined Dynamic Genetic
Algorithm and Simulated Annealing. At the starting point, parameters are
initialized such as population size, number of variables, lower crossover and
mutation rates, lower and upper bounds for each variable, annealing, selection
method and temperature functions are defined. Then starts GA algorithm and
stopping criteria are defined as a certain number of generations. At the end of this
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Genetic algorithm, sub-optimal solution is generated and then SA is employed with
the initial solution from the first part of the algorithm. Flowchart of the DG with
Simulated Annealing is illustrated below.

Algorithm for Dynamic Genetic with Simulated Annealing

//Dynamic Genetic Algorithm

Step 1: Initialize the parameters N (population size)

Step 2: Evaluate the chromosomes

Step 3: Select the best chromosomes

Step 4: Repeat //Adaptive Determination of genetic parameters

1. Determine P, (Crossover Probability) and P, (Mutation probability), and
2. Perform crossover and mutation
3. Evaluate the chromosomes

Step 5: If average fitness of population is above the fitness average //user defined
threshold (T)

{Return the solutions

} Else
Mutate top e solutions in the current population
4, Iterate the step 2 through 5

Output: Sub-optimal solution
//Simulated Annealing

Step 1: Parameters initialization: Initial solution S, Iterations K=1...L of each T, and
Initial Temperature T

Step 2: Update T for each iterations

Step 3: Calculate the increment AE = E(S") — E(S) where E(S) is the evaluation
function
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Step 4: Criterion for Metropolis: If AE is greater than O then accept S’ as the new
solution otherwise S’ as the new solution with the acceptable probability P (e /T)

Step 5: If the termination condition is satisfied, the current optimal solution as the
output. After that, terminate the program.

Output: Optimal solution (F*")

¢ Blind Semi-fragile watermarking

Blind semi-fragile watermarking can be performed using Integer Wavelet
Transform and it can be invisible for users. It has a shift invariant behavior and the
errors of reconstruction will decrease after embedding in cover image. As a results of
the robustness of the watermarking method will increase.

Initialize T, S,
K=1...L

%

Param eters
initialization

| Update T

Initial Population Generate new solution
Generation 5" from § No
H Evaluation | Evaluate
\\I AE = E(5") — E(5)
Genetic Operations:

Selection, Mutation and
crossover

Stopping
Criteria?

Stopping
Criteria?

Figure 3: Flowchart for DGA with SA
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Algorithm: IWT based blind semi-fragile watermark embedding algorithm

Input: Host image and MFCC features (xq, x5, ... X,)
Output: Watermarked image
Begin
Read the image and convert it to gray scale
Decompose the image using IWT
Using the 5™ bit, choose the subbands
Compress 5" bit data using arithmetic coding
Compressed data insertion and the watermark features into the host image
Compute HHWT (Inverse-IWT) to get the watermarked image
End.

¢ Robust Watermarking

For robust watermarking, we select discrete contourlet transformation for
watermark embedding because it captures the directional edges and smooth contours
from the image and its better than the other conventional transforms namely DWT,
DCT and DFT. Human Visual system is less sensitive to the image edges and
watermarking is applied on the contourlet domain, which denotes image edges. It
improved robustness due to selecting the embedding point using algorithm () and
optimum control of its quantization scalar factor. However, the perceptibility of the
watermarked image degrades. In our scheme, QIM (Quantized Index Modulation) is
applied all sub bands when we reconstruct the watermarked image. Because the novel
arrangements of the subbands preserve the robustness, so the proposed scheme is
highly robust against various low-frequency attacks.

e Discrete Contourlet Transform:

Discrete Contourlet Transformation is a new enhanced image decomposition
method to embed the watermark effectively. It outperforms than the DWT, RDWT
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and DCT. Contourlet transformation is categorized into two phases: LP (Laplacian
Pyramid) decomposition and DFB (Directional Filter Banks). In DCT, the number of
directional subbands at each level is set to 2" where n is a positive integer number
where n=1, 2,3,4,5 then we get the 1, 2, 4,8,16 subbands as shown in figure 4. The
Energy of subband S (i,j) is computed by the following expressions:

E=) Y ISGpI 3)
i J

e Quantization Index Modulation:

QIM is a class of embedding methods, termed the quantization index
modulation technique. It achieves efficient tradeoffs among information-embedding
capacity and robustness of embedding. A particular quantizer is chosen from a set of
possible quantizers by using watermark information as an index and then applied to
the host information to embed the watermark. Assume that one bit s € {0, 1} is to be
embedded and m denotes the host signal. Two qunatizers will be considered and
generated Q; (m), where i=0, 1. Watermark bit identifies the selection of the quantizer
Qi (m) with a step size A, which can be computed as follows:

Qi(m)=Q(m—di)+di, i=0,1
Where Q(m)= A x Round (m/A),
di(do)= —A/4 and d;(d;)=A/4 round (num) rounds num to the nearest integer.

Qi(m”) € (Qo, Q1)

The watermarked signal value m" computed using two quantizers (Q,) and (Q,) using
the following expression:

'V Qo(m), s=0
m‘%umxs=1

In the watermark extraction process, the S’ can be extracted from the signal of m” by
resolving the optimization problem.
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S'=arg Sg{l(l)g}llm — Qs(m")|| 4)

¢ Watermark Embedding:

In the proposed scheme, the watermark embedding can be formulated in the following
process:

Step 1: The host image H is transformed into the contourlet domain. The lowpass
subbands of the coefficients of the host image are selected to embed the watermark.
Hsp(i,j) is the host image contourlet coefficients where S is the resolution scale and D
is the frequency direction. We embed the watermark in the best embedding point
because best embedding point is improving the performance of security.

Step 2: Apply QIM on each subbands of the host image.
Step 3: Use quantizers to produce watermark embed information for both bits 0 and 1.

Step 4: Before embed the watermark, strength of the watermark embedding(«a) is
derived from the visibility function. It is expressed by:

1

VF = ————
1+ 0?(a,b)

)

Where a2 (a, b) is embedding regions local variance and for every local embedding
region, the watermark embedding strength is adaptively modulated. Then the adaptive
embedding strength is derived from the following strength

a= (1-NF).B (6)
Where B is represents the predefined embedding strength for local watermark regions.

Step 5: After that, MFCC features sequence (xq,x,,...x,) to the number of best
selected contourlet coefficients points using the following function:

W.a
! PR est(i iN" HS,D(ilj)y FBESt(iyj) i 0
HS,D (lJ]) = FB t(l,j) Best/: : (7)
HS,D (l,]), F (l,]) =0
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Where Hgp(i,j)and Hgp(i,j) denotes original and watermarked coefficients
respectively. F*(i j) is the best embedding point of the host image H.

Step 6: Apply IDCT on the modified QIM contourlet coefficients to obtain the
watermarked image.

Step 7: Obtain the watermarked image H'

%&E HLiz
e s HL; &
LH; g HH; z L
LR
LHI.R H:HZ,R
LH]_ R HH], R

Figure 4: DCT Decomposition with 5-levels
Algorithm: DCT with QIM based Robust Watermark embedding algorithm

Input: Host image, MFCC features (x4, X5, ... x,,) and F&!
Output: watermark image

Begin

Read the watermark image and apply DCT

Decompose  the image into  5-levels{LLyg, .....LLsg},{HL1 g, ..... HL5 g}
{HH, g, ..... HHs g}, {LHy g, ..... LHs g } using DCT
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Choose lowpass subbands from the decompose image

FB*'is selected using DGA-SA

Apply QIM on each subbands

Inserting (x4, x5, ... x,,) into watermark image

Arrange Quantize levels

Compute IDCT (Inverse-DCT) to get the watermarked image
End

e Watermark Extraction:

The steps of watermark extraction process are the same steps of the process of
watermark embedding. Watermark extraction are performed as follows: First, detect
the voice segments in watermarked signal and then extract the watermark information
from the embedding locations depending on the best embedding locations that
generated using DG with SA as in the watermark embedding.

E. Face Recognition:

The process of face recognition is carried out by using Double-Deep-Q-Network.
Consider the classification in multimodal biometric decision. Suppose we have N
learning samples {a}Y., € R' and corresponding class labels b; € {0, 1} where 0
represents an impostor and 1 represents genuine person. Double Deep-Q-Network is
the reinforcement algorithm that newly created in neural networks. The major
advantage of this algorithm is to generalize learning across actions without changing
of reinforcement algorithm. Value functions are considered here. First we can describe
about Deep-Q Network. There are two key aspects of networks are considered that are
model free in sense by the environment and experience replay. The network
parameters are Q (m, X, 8) with parameters of 8. To evaluate this network, loss
functions must be optimized for n iterations.
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La(6y) =E,. x mv[(YfQN - Q(m,x, Hn))z] (8)

Where y, %"= + y max,s Q(m’, x’,8)

Where 6 denotes the parameters of a separate and fixed target network. In online, we
use the Q-Learning for the network parametersQ (m, x, 6,,). Specific gradient is used to
update the parameters of network.

Vo La(6r) =E,. . r,m.[(y,?QN — Q(m,x,6,)) V4,Q(m,x, en)] 9)

In learning, database D of experiences (m, X, I, Mw1) from many occurrences. During
training, the current experience is prescribed from D uniformly at random manner.

L(62) =B )| (3872 - Q0m,%,6,)) | (10)

In DQN Q-learning algorithm, select and evaluate action gives the same values while
max operator uses these same values for solving optimization problem. This will lead
to the overoptimistic problem. To overcome this, Double Deep-Q-Network is
proposed

yrN=r+y Q(m',argmax Q(m’,x',6,); ) (11)
x’

F. Euclidean Distance Measure:

To evaluate the similarity or the dissimilarity between the two images, Euclidean
Distance is used.

Similarity matching for Face(S,; j):
Srain= 1-d(us vy) (12)

Where u; training samples and v; is the testing sample and d(ui, vj) is the Euclidean

Distance between the training and testing sample and it is evaluated by the following
expression:
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d(wy )=y XH= u, — vl (13)

Where M is the total number of samples in database and u,, v, is the training and
testing samples.

Similarity Matching for Voice(S,; j)):
Sv(i,j): 1-d(ul-, v]) (14)

Where u; training samples and v; is the testing sample and d(ui, vj) is the Euclidean

Distance between the training and testing sample and it is evaluated by the following
expression:

d(ui, vj)=VZE=u, — v, (15)

Where R is the total number of samples in database and u,, v, is the training and
testing samples.

G. Score Fusion Method:

In our proposed system, score fusion method is carried out to combine each
biometric score since this method is easy to access and combine the scores of different
biometric modalities. Fusion at match score level uses sum method. Let S: R'> R is
the hypothesis function mapping these pattern features onto a scalar measure for
decision inference. Fusionge produces a continuous output then the output must be
threshold in order to label each sample as genuine,g,,-0r Impostor-User. Given a
decision threshold 7, and t between the [0,1,...9]. Now the fusion score is expressed
as,

Fsin= Sran* Svi (16)

1(= genuineyge,) if Fs(i,j) >t

FUSlonScore={O(= impostoryser) if Fs (i,j) <t

iv. EXPERIMENTAL RESULTS
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This section describes the experimental results and the performance of the
proposed system.

A. Experimental Setup

For our implementation, we used Matlab. The performance of the proposed
multimodal biometric watermarking system has been tested upon ORL and TIMIT
databases. Whenever an ownership claim is to be resolved, the face features and voice
features are extracted from the suspected watermarked image and compared with the
other training samples of the user stored in the two databases. If a match is found
from the database, it is categorized as genuine otherwise it taken as impostor attempt.
The most important performance factor for the success of any biometric system
(uni/multimodal) is its recognition accuracy. In order to validate and verify the
proposed system, various factors are considered and tested. The multimodal biometric
traits have been described and tested in detail as follows:

B. Databases Description:

For the experimental studies, the multimodal biometric data of ORL and TIMIT
databases are taken. ORL contains 40 distinct subjects with the size of 92 x 112 pixels
and 256 grey levels per pixel. Some of the images are taken at different facial
expressions like smiling, not smiling, closed eyes, open eyes, anger, etc. The entire
facial images were taken at a dark homogenous background with the subjects in some
side movements (upright, downright and frontal position). TIMIT corpus consists of
speech data for the 630 subjects of 8 dialects, 6300 utterances and 10 sentences in
American English. The corpus contains totally 5 hours of speech. All 630 speakers
are native speakers of the United States. In addition, auxiliary subjects were recorded
but are not considered in the CD-ROM.

C. Parameters Description:

The performance of the system is generally based on the evaluating
imperceptibility, robustness and security measures like PSNR, SSIM, EER and other
metrics. But when it comes to a multimodal biometric watermarking system, we need
to ensure the performance in terms of accuracy. A watermarked system should further

85 Copyright © GJT Al o 2 s A giae wolall (55



Ol Al o glall Madl agaal) / 4l oy 2 Al
Gharyan Journal of Technology, High Institute of Science & Technology Gharian
Issue (10), September- 2024- iz ¢ ydlall al)

enhance the security aspects of the biometric traits such as face and voice used without
compromising in its quality and features. For the proposed algorithm, we have verified
the performance based on with watermarking and without watermarking using face,
voice and multimodal in terms of accuracy, equal error rate (ERR), PSNR and SSIM.
The details are described as follows:

Peak Signal to Noise Ratio (PSNR): PSNR is widely used and accepted measure
of the fidelity of the watermarking method and allows visual inspection between
original images and watermarked or reconstructed images. It is evaluated by the
following expression.

2
PSNR =10Ioglo% (17)

ST (FGD-£@D)

mxn

Where MSE=
compared.

where f and f are the two images being

Structural Similarity Index (SSIM): It is a similarity measure between two images of
which one image is considered as of perfect quality where SSIM (X,y) is given as
follows;

SSIM (xy) =[f (&, »)]1* * [c(x, M)IF * [s(x, ] (18)

Equal Error Rate (EER): is also known as crossover rate/crossover error rate. The
EER is used to evaluate the performance of our proposed multimodal biometric
system. It is used find the value of threshold for FAR (False Accept Rate) and FRR
(False Recognition Rate). The lower EER value indicates the better performance and
also it improves the accuracy.

False Accept Rate

Equal E Rate = 19
quat ETToT RAte = halse Recognition Rate (19
Recognition Rate (RR): is also referred as accuracy. RR is the percentage of detected

images from the total number of images.

86 Copyright © GJT Al o 2 s A giae wolall (55



Ol Al o glall Madl agaal) / 4l oy 2 Al
Gharyan Journal of Technology, High Institute of Science & Technology Gharian
Issue (10), September- 2024- iz ¢ ydlall al)

No.of corrected identified images

Recognition Rate = * 100 (20)

Total no.of images

D. Comparative analysis:

The comparative analysis of the proposed method with existing mechanisms is
carried out using the EER, PSNR, accuracy and SSIM. The results of the existing
mechanisms are taken from the existing techniques [15, and 11]. Here multimodal
biometric techniques have been compared using various performance metrics. From
Table 1, we understand that our proposed techniques showed the higher performance
in terms of accuracy, PSNR, EER and SSIM.

Table.1 presents various multimodal methods based on digital watermarking
techniques. As seen almost of the multimodal approaches have been applied face and
voice metrics for biometric system as well all of the systems have some pros and cons.
From the table, we have analyzed there were not strong and robust watermarking
technique which can provide security, robustness, imperceptibility, capacity and
memory criteria. On the other hand, watermark embedding effect is degrading the
performance of the face recognition system

TABLEL. Comparison of Different Watermarking Techniques

Techniques Merits Limitations

LSB 1. Easy to use and understand 1. lack of basic robustness

2. High perceptual transparency | 2. Cropping and scaling

) ) vulnerabilities
3. Image quality low degradation

3. Noise vulnerability
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DCT 1.In digital watermarking, the| 1. Lack of invariance
watermark is embedded into the| (block wise DCT destroys
coefficients of the middle| invariance)
frequency. So the image visibility .
will not affected 2. Higher frequency
2. Does not affects pixels
themselves with each other
3. High robustness

DWT 1. Good in localization 1. Computation cost is high
2. Higher compression ratio 2. High compression time

3. Blur/noise edges of
images
1. Invariance property achieved| 1. Lack of spatial location
translation

RDWT 2. Best watermark

2. Sufficient embedding capacity | embedding is required in L-
Level decomposition.

Two image quality assessment metrics such as Peak Signal to Noise Ratio
(PSNR) and Structural Similarity Matrix have been measured to test the performance
of imperceptibility of the double watermarking mechanism. Both IQA metrics are
well-known conventional metrics for pixel based image operation. From the table 2,
we proved that our proposed system achieves good performance in both IQA metrics
and also it improves the imperceptibility. Generally, SSIM lies between 0-1. Note that
the higher IQA value always implies higher visual quality of the original watermarked

image.
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TABLE 2. Comparisons of the functionalities of our double watermarking method and

related double watermarking mechanism

Existing Proposed Approach

Dual Fragile + Robust Fragile + Robust
watermarks
Embedding Spatial domain + DWT DCT+QIM
domain
Visibility Invisible + Invisible Invisible + Invisible
Blind Yes + Yes Yes +Yes
Extraction
Target image Color (RGB) Color (RGB) and voice
PSNR dB ~40dB (40.32) ~ 48dB (48.9835)
Copyright Yes Yes
Protection
Image Yes Yes
Authentication
Average 99.97% 99.98
Recognition
Rate (%)
Robustness No Yes
Security Yes Yes
SSIM 0.9830 0.9879
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TABLE3. Results for our Multimodal Biometric System

EER (%) Recognition
_ . Rate (%0)
Voice | Face | Multimodal
Without 7.5714|8.25 |4.25 97.90
watermarking
with 7.5714| 7.2574| 3.333 99.98

watermarking

TABLEA4. Results for Existing Multimodal Biometric System

Mechanism Recognition Rate (%)

Voice Face Multimodal

Without watermarking | 86.8 89.4 94.0

with watermarking 86.8 89.4 94.0

To further demonstrate the system performance, we compared the proposed
system recognition rate with existing system [29]. The comparison results of proposed
and existing systems are shown in table 3 and 4. In table 3, the recognition rate of our
proposed system is 99.98% which is better than the existing system.

90 Copyright © GJT Al o 2 s A giae wolall (55



Olas® Al g o glall Mad) agaal) [ Liill Gy & Alaa
Gharyan Journal of Technology, High Institute of Science & Technology Gharian
Issue (10), September- 2024- iz ¢ ydlall al)

—o—EXxisting [15] =ie=Proposed

12
.10 —
S 8 N
< e — N

6
o \
3 4 —~

0

Face Voice Multimodal

Figure 5: Results of EER

m Existing [3] Proposed
100

80 -
70 -
60 -
50
40 +
30 A
20 -
10

Recognition Rate (%)

Without withwatermarking
watermarking

Figure 6: Results of Recognition Rate

v. CONCLUSION

In this paper, we have proposed a blind double digital watermarking method with
multimodal biometric system to improve the previous works in area of spatial and
temporal domain in terms of robustness, security, authentication and imperceptibility.
An important aspect of the proposed digital image watermarking system has the
development of watermarking for authentication and recognition. The developed dual
watermarking is comprised with blind semi-fragile and robust watermarks into the
facial image. Face selection process is proposed to preserve most of the discriminative
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features of face image and to secure face image by applying image watermarking
process. This face selection process is not only enhancing the performance of face
recognition system, but also improving the process of feature extraction. Double
Deep-Q-Network is performed for face recognition process which reduces the
complexity and improves the accuracy of recognition process. After completion of
recognition process, score fusion method is expressed to identify the genuine or
imposter user. our proposed double watermarking scheme exhibits better
performance in terms of accuracy, EER, PSNR, SSIM,

REFERENCES

[1] Wadood Abdul, “Securing Biometric Authentication through Multimodal
Watermarking”, 3" International Conference on Avrtificial Intelligence, Modeling,
and Simulation, 2015

[2] Bairagi Nath Behera, V.K.Govindan, “Improved Multimodal Biometric
Watermarking in Authentication Systems Based on DCT and Phase Congruency
Model”, International Journal of Computer Science and Network, Vol.2, Issue. 3
and 2013

[3] Mayank Vatsa, Richa Singh, Afzel Noore, “Feature based RDWT watermarking
for multimodal biometric system”, Image and vision computing, 2007.

[4] A. Lathika, D. Devaraj, “Artificial Neural Network based Multimodal Biometrics
Recognition System”, International Conference on Control, Instrumentation,
Communication and Computational Technologies, 2014

[5] Piotr Stefan Nowak, Wojciench Sankowski, Pawel Krotewicz, “3D Face and
Hand Scans Acquisition System”, 23" International Conference on Mixed Design
of Integrated Circuits and Systems”, 2016

[6] Tudor Barbu, Adrian Ciobanu, Mihaela Luca, “Multimodal Biometric
Authentication based on Voice, Face and Iris”, The 5™ IEEE International
Conference on E-Health and Bioengineering, 2015

[7] Rohit M. Thanki, Ved Vyas Dwivedi, and Komal R.Borisagar, “Robust and
Secure Watermarking using Sparse Information of watermark for Biometric data
protection”, NIRMA University Journal of Engineering and Technology, 2016.

[8] Wioletta Wojtowicz and Marek R.Ogiela, “Biometric watermarks based on face
recognition methods for authentication of digital images”, Security and
Communication Networks, 2014

92 Copyright © GJT Al o 2 s A giae wolall (55



Ol Al o glall Madl agaal) / 4l oy 2 Al
Gharyan Journal of Technology, High Institute of Science & Technology Gharian
Issue (10), September- 2024- iz ¢ ydlall al)

[9] Abdulmawla Najih, S.A.R. Al-Haddad, Abd Rahman Ramli, S.J. Hashim,
Mohammad Ali nematollahi, “Digital image watermarking based on angle
quantization in Discrete Contourlet Transform”, Journal of Kind Saud University-
Computer and Information Sciences, 2016.

[10] Rohit M. Thanki, Komal R. Borisagar, “Novel Approach for Multimodal
Biometric System using Compressive Sensing Theory based Watermarking”,
International Journal of Computer Science Engineering, Vol. 3, Issue. 4, 81-90,
2013

[11] Priyanka Singh, Balasubramanian Raman, Partha Pratim Roy, “A multimodal
biometric watermarking system for digital images in Redundant Discrete Wavelet
Transform”, Multimedia Tools and Applications, Springer, 2016

[12] Amit Kumar Singh, Nomit Sharma, Mayank Dave, Anand Mohan, “A Novel
Technique for Digital Image Watermarking in Spatial Domain”, 2™ IEEE
International Conference on Parallel, Distributed and Grid Computing, 2012

[13] Mohd Rizal Mohd Isa, Salem Aljaresh, Zaharin Yusoff, “A Watermarking
technique

[14] to improve the security level in Face Recognition Systems”, 2016

[15] [14]. Su wang, Roland Hu, Huimin Yu, Xia Zheng, R.l. Damper, “Augmenting
Remote Multimodal Person Verification by Embedding Voice Characteristics
into face images”, IEEE international conference on multimedia and expo
workshops, 2013.

[16] Methaq talib Gaata and Refan Aamer Jaafer, “Adaptive Watermarking Technique
for Speech Signal Authentication”, International Journal of Computer Science
and Information Technology, Vol.8, No.4, 2016

[17] Hashim, R. R. S. J., & Albannai, N. Matching Fingerprint Images for Biometric
Authentication using Convolutional Neural Networks. [17]. Ala,E,O (2017). Joint
MFCC-and-Vector Quantization based Text-Independent Speaker Recognition
System. IEEE International Conference on Communication, Control, Computing
and Electronics Engineering.

[18] Shashi Choudary and Naveen Choudhary, “Intensifying the Security of
Multimodal Biometric Authentication System using Watermarking”, Global
Journal of Computer Science and Technology, Vol. 15, Issue. 4 and 2015

[19] lbrahim A. El rube, Mohammed Abou El Nasr, Mostafa M. Naim, Mahoud
Farouk, “Contourlet versus Wavelet Transform for a Robust Digital
Watermarking technique”, International journal of electrical, computer energetic,
electronic and communication engineering, Vol. 3, No.12, 20009.

93 Copyright © GJT Al o 2 s A giae wolall (55



Ol Al o glall Madl agaal) / 4l oy 2 Al
Gharyan Journal of Technology, High Institute of Science & Technology Gharian
Issue (10), September- 2024- iz ¢ ydlall al)

[20] Bali,M (2013).Face Recognition using Eigen Faces and Transmission of Hidden
Data using Watermarking Authentication. International Journal of Engineering
and Computer Science.2(6), 1827-1833.

[21] Sirvan Khalighi, Parisa Tirdad, and Hamid R. Rabiee, “A Contourlet based Image
Watermarking Scheme with High Resistence to removal and geometrical
attacks”, EURASIP Journal on Advances in Signal Processing, 2010

[22] Amit Mehto, Neelesh Mehra, “Adaptive Lossless Medical Image Watermarking
Algorithm based on DCT and DWT”, International conference on Information
Security and Privacy, 2015

[23] Yugiang Cao, Weiguo Gong, Mingwu Cao, SenBai, “Robust Biometric
Watermarking Based on Controulet Transform for Fingerprint and Face
Protection”, International Symposium on Intelligent Signal Processing and
Communications systems, 2010.

[24] Yahya AL-Nabhani, Hamid A. Jalab, Ainuddin Rafidah Md Noor, ‘“Robust
watermarking algorithm for digital images using discrete wavelet and
probabilisticneural network”, Journal of Kind Saud University-Computer and
Information Sciences, 27, 393-401, 2015

[25] BinMa., Yunhong, W., Chunlei, L., Zhaoxiang, Z., & Di, H. (2014). Secure
multimodal biometric authentication with wavelet quantization based fingerprint
watermarking. Springer Multimedia Tools and Applications, 72(1), 637-666.

[26] Mohd,R,M,1., Salem,A,Z,Y (2016). A Watermarking technique to improve the
security level in Face Recognition Systems.

[27] Gil-Je Lee-Kee-Young Yoo, “An improved double image digital watermarking
scheme using the position property”, Multimedia Tools and Applications,
Springer, 2014

[28] Vandana S Inamdar, and Priti P Rege, “Dual watermarking technique with
multiple biometric watermarks”, Sadhana, Springer, vol. 39, issue. 1, pp. 3-26,
2014

[29] Xiao-Long Liu, and Chia-Chen Lin, “Blind dual watermarking for color image
authentication and copyright protection”, IEEE transactions on circuits and
systems for video technology, 2016.

[30] Rohit M. Thanki, Ved Vyas Dwivedi, Komal R. Borisagar, “ A watermarking
technique using Discrete Curvelet Transform for Security of Biometric Features”,
International Journal of Information Processing, Volume 10, issue 1, pp. 103-114,
2016.

94 Copyright © GJT Al o 2 s A giae wolall (55



Ol Al o glall Madl agaal) / 4l oy 2 Al
Gharyan Journal of Technology, High Institute of Science & Technology Gharian
Issue (10), September- 2024- jiaisw ¢ sdilal) )

[31] Ohud Nafea, Sanaa Ghouzali, Wadood Abdul, and Emad-Ul-Haq qazi, “Hybrid
Multi- Biometric Template Protection using Watermarking”, The Computer
Journal, 2015

95 Copyright © GJT Al o 2 s A giae wolall (55



Ol Al o glall Madl agaal) / 4l oy 2 Al
Gharyan Journal of Technology, High Institute of Science & Technology Gharian
Issue (10), September- 2024- iz ¢ ydlall al)

Comparison of EIGRP, OSPF, and RIP Routing
Protocols using OPNET Simulator

Aboagela Dogman
Dept. of Electrical and Computer Engineering - Libyan Academy for
Postgraduate Studies, Libya
email: Aboajela.almasri@academy.edu.ly

toadda)

Gl s Juail ddee 6 CIAN Lo aaiad ) S, aal (o dan i) Y Sgig 0 il
ponll Jia¥) Jluall i) A aus il Y 655 ) Al dida gl Jiati L Lad ilaslaal) Jalisi
Y S 55 5 (o Apaadl ) b Ul daodiual) as gl O S 55 5 e Al Wiga s ) JEidd
A Al 45l Y S 535 05 IGPS Aaalall Aol sall Y S i g 50 () s sy anits (Al 5 ¢ Saalipall 4 il
.EGPs

Aae )55 EGPS e Loty Bl )W) Alla el sd 5l Al anie e ) A& IGPS padiad
EIGRPs RIP A5 <GPS 12l & jlia uah ciinall 48,50 038 (& JiaY) ol LAY Ll 4sia
ol 5 Ji (3 aiuy EIGRP JsSsisn of gilisll <o jelsl OPNET lSlaa 31l alasiuls <OSPF
G5 RIP JsS 550 3k «clld wag o jaill Jshal Gy OSPF JsS 555 5 (i Ly «lull cp

ol A Jeall J skl
Abstract

Routing protocols are considered to be one of the most important pillars on
which networks depend in the process of communicating, updating, and exchanging
information between them. The primary function of routing protocols is to choose the
optimum route for packets to travel to their final destination. All routing protocols
currently used in modern networks are Dynamic Routing Protocols, which in turn are

divided into Interior Gateway Protocols (IGPs) and Exterior Gateway protocols
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(EGPs). IGPs use the Distance vector algorithm or Link state algorithm, while EGPs
use the Path vector algorithm to choose the optimal route. In this research paper, the
performance of IGPs, namely RIP, EIGRP, and OSPF, was compared using the
OPNET simulation tool. The results show that EIGRP protocol took the least time to
converge between networks, while OSPF takes a longer time to converge. However,
RIP protocol takes the longest time to work in convergence.

Keywords: RIP, EIGRP, OSPF, OPNET

1. Introduction

The primary function of a router is to forward packets from one network to
another. The routing process takes place by choosing a specific path through which
packets pass.

This process is performed by routing protocols, where routing protocols use
specific algorithms to choose the route where packets can pass through.

There are several criteria can be used to classify routing protocols. Routing
protocols can be classified into: Interior and Exterior routing protocols, Dynamic and
Static routing protocols, and routing protocols that use Distance vector algorithm and
others that use the Link state algorithm. Figure (1) shows the classification of routing

protocols.
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Figure (1): Classification of Routing Protocols [1]

The following subsections explain the classification of routing protocols:
1.1 Interior and Exterior Routing Protocols

This classification depends mainly on the Autonomous System (AS), AS can be
defined as a group of routers, which use a specific protocol to exchange routing
information inside and outside the AS. Routing protocols are divided under this

classification into:
Interior Gateway Routing protocols

The IGPs work within the autonomous control system (AS), as shown in Figure (2).
The most IGPs are:

% Routing Information Protocol (RIP)

% Enhanced Interior Gateway Routing Protocols (EIGRP)
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+«+ Open Shortest Path First (OSPF)
Exterior Gateway Routing Protocols

The EGPs work to exchange routing information between different Autonomous
Systems as shown in Figure (2). The main function of EGPs is to connect different
ASs. One of the most famous EGPs is the Border Gateway Protocol (BGP).

- AS-000
EIGRP
IGP

RIPv2 ~— -

D)=}

AS-58

Figure (2): Interior & Exterior Routing Protocols [2]
1.2 Dynamic and Static Routing Protocols
The routing protocols in this criteria are divided into dynamic routing and static
route. The network engineer sets the static route, and the router directs packets
through this path without taking into account any other criteria. It is not recommended
to use static routes in routing operations because they require direct monitoring by the

network engineer.
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Dynamic Routing Protocols choose the optimum path based on certain
algorithms, either choosing the shortest path or the best path. Dynamic protocols also
update routing information to determine the path through which packets will pass.
The updating process takes place periodically, in order to add new networks, or find
the failure of existing networks.

1.3 Routing Protocols Algorithms

Routing protocols are classified into protocols that use the Distance Vector
algorithm, protocols that use the Link State algorithm, and protocols that use the Path
Vector algorithm.

Protocols that use the distance vector algorithm calculate the best path based on
the shortest distance through which packets can pass. The algorithm calculates the
number of routers between the sending and receiving nodes, and based on the smallest
number, the packet routing path is chosen. The most well-known protocols that use
the Distance vector algorithm are RIPv1, RIPv2, and IGRP.

Protocols that use the Link State algorithm calculate the best path based on a set
of criteria, including bandwidth and delay coefficient, depending on the type of
protocol. The most famous protocols that use the Link State algorithm are OSPF and
IS-IS.

Protocols that use the path vector algorithm calculate the path based on the
vector distance and available path information. The Path vector algorithm is used in
(EGPs). The most famous EGP is BGP.

In this research paper, the focus will be on the comparison between the
performance of RIP, OSPF, and EIGRP in terms of their capability for network

convergence.
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2. Routing Protocols

This section explains in some detail the IGPs: RIP, EIGRP, and OSPF, as the

aim of this paper is to compare the performance of these protocols.

2.1 Routing Information Protocol

This protocol is considered to be one of the interior dynamic routing protocols
that uses the Bellman-Ford routing algorithm, which is one of the algorithms that
relies on calculating the shortest path to direct packets.

This protocol employs a counter to avoid the problem of counting to infinity by
defining a maximum number of permissible distances, which is 15 routers, which
limits the size of the network supported by this protocol, and is suitable for small
networks.

RIP works at the network layer, and it uses one table, which is the Routing
Table, in which network addresses and routes are recorded, and it calculates the best
path through the least number of routers.

RIP sends routing table updates every 30 seconds to routers that work with it.
RIP has two versions, RIPv1 and RIPv2. [1]

2.2 Open Shortest Path First

OSPF is classified as a link state routing protocol and was developed by the
Internet Engineering Task Force (IETF) to be an alternative to the RIP protocol. [3]
The OSPF protocol creates three tables:

* Neighbor table: it includes all information about neighboring routers. * Topology
table: it contains a complete map of the network, including available OSPF routes

and alternative routes to the best route if it is not available.
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* Routing Table: it includes the best path under the current situations, which will be
used to direct traffic between neighboring routers.

2.3 Enhanced Interior Gateway Routing Protocol

The EIGRP was developed by Cisco and it is an improvement to the IGRP
protocol. EIGRP is a hybrid protocol that has characteristics of protocols that use the
Distance vector algorithm and protocols that use the Link state algorithm. EIGRP
uses the Diffusing Update Algorithm (DUAL), which uses metrics such as bandwidth
and delay to calculate the optimal path.

EIGRP has fast convergence and updates using specific information about
available routes. The number of hops in the EIGRP protocol reaches 255 hops. The
EIGRP protocol has three tables containing information about available routes. These
tables are:

» Neighbor Table: This table includes information about the routers that are directly
connected to the router that has the EIGRP protocol enabled.

* Topology Table: This table contains all information about the networks associated
with neighboring routers

* Routing Table: It contains all the routes available for networks associated with
routers that have the EIGRP protocol enabled.

Figure (3) shows the process of building relationships with neighbors and how to
build an EIGRP protocol table
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Figure (3): The process of building EIGRP tables [3]
3. Related works

There are many previous studies that have been conducted regarding comparing
the performance of interior routing protocols RIP, OSPF, and EIGRP. For example:
Researchers in [3] compared routing protocols RIP, OSPF, and EIGRP in terms of
quality of service on physical (real) networks.

On the other hand, in 2014, researcher Gehlot and others in [4] evaluated the
performance of the RIP, OSPF, and EIGRP protocol using several criteria, including

the delay coefficient and the rate of sending and receiving packets.
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In 2012, S. Farhangi and others in [5] analyzed and compared networks using
routing protocols OSPF, IS-IS, and EIGRP. The comparison was analyzed using
voice and video packets, and the results showed that the convergence coefficient for
IS-IS, OSPF is lower than the convergence coefficient for EIGRP.

In this paper, the comparison of routing protocols RIP, OSPF, and EIGRP will be
carried out using OPNET.

4. Research methodology

In this research paper, we compared the performance of routing protocols RIP,
OSPF, and EIGRP using the network simulation tool OPNET. A deductive research
approach was employed using experiments to compare and evaluate the performance
of the aforementioned routing protocols. The next sections provide an explanation of
the OPNET simulation tool and network topology.

4.1 OPNET Simulation Tool

OPNET stands for Optimized Network Engineering Tool, which is a computer
network simulation program provided by OPNET Inc. It supports communications in
wired and wireless networks. [6]

OPNET has licensed version, which is OPNET Modeler, and a free version,
OPNET IT Guru, which is used for academic purposes and scientific research
purposes, with limited capabilities. OPNET can be downloaded directly from the
company’s website for free. OPNET has many features which can be summarized as
follows:

1. Provides a graphical user interface GUI.
2. Easy to use compared to other simulation tool such as NS-2.

3. Compatible with wireless networks.
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It does not require programming skills when using it.
There is a free version of OPNET.

High degree of accuracy of simulation results.

N oo o &

Linking with Excel to analyze the results and draw them according to the user’s

needs.

4.2 Experimental Procedure

In this paper, the network was simulated using the OPNET program, which
contains 5 subnetworks connected to each other with 3 scenarios as follows: in the
first scenario, RIP protocol was activated, in the second scenario, OSPF protocol was
activated, and in the third scenario, EIGRP was activated. The simulation period took
about 900 seconds. The application sent during the simulation period was video.
Figure (4) shows the simulated network.

Figure (4): Network Topology
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During the simulation period, network malfunctions occurred from time to

another through the Failure recovery tool. The following table shows the time periods

during which network malfunctions occurred and the periods during which the

network returned to operating normally.

Status Fail | Recover | Fail Recover | Fail | Recover | Fail | Recover | Fail Recover
Time

240 | 420 520 580 610 | 620 625 | 626 726 826
(seconds)

5. Results and Discussion

In this paper, several criteria were used to compare the performance of routing

protocols RIP, OSPF, and EIGRP. However, one of the most important parameter that

considered in this paper is Network convergence. Network convergence tests how

fast the routing protocol gather, update, and broadcast the routing information.

Network convergence was measured according to network activity which fluctuated

between failure & recovery as shown in Figure (5)
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Figure (5): network activity: (a) EIGRP, (b) OSPF, (¢) RIP

Figure (6) shows the comparison between RIP, EIGRP, and OSPF in terms of
network convergence. From the figure, it is noticeable that EIGRP took the least time
to converge between networks, while OSPF took the longest to converge, whereas

RIP protocol took the longest to converge.
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Figure (6): network convergence scenarios for RIP, OSPF, and EIGRP

These results are consistent with the results obtained by researchers in [7] who
used the convergence coefficient and data transmission rate to compare the

performance of routing protocols.

The results obtained were also compared with the results obtained by [1] who
used the convergence coefficient, channel utilization coefficient, and delay coefficient
to compare EIGRP, RIP, and OSPF. From the comparison, it is clear that the obtained

results are consistent, and relatively convergent as shown in Figure (7).

The other comparison was made with results obtained by researchers in [8] The

comparison clarifies that both results are similar and comparable as shown in Figure

(8).
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Figure (7): comparison of (a) obtained results with (b) results obtained by [1]
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(b) Network Convergence results

Figure (8): comparison of results with results obtained by [8]
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As shown in Figures (7) and (8), it is clear that the researchers used network
convergence to compare routing protocols. The results in Figures (7) and (8) prove
that EIGRP protocol does not take longer to converge between networks, while OSPF
takes a longer time to converge. However, RIP protocol takes the longest time to

work in convergence.

6. Conclusion

In this paper, the performance of the most famous internal protocols, namely
RIP, EIGRP, and OSPF, was compared by relying on the results of previous studies,
which in turn used the OPNET simulation program for comparison. The results
showed that the EIGRP protocol does not take longer to converge between networks,
while OSPF takes a longer time to converge. However, RIP protocol takes the longest

time to work in convergence.
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